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Introduction

Welcome to Omnipeek, the network analyzer and software console for distributed network analysis from
LiveAction!

Omnipeek as a portable analyzer

As a portable analyzer, Omnipeek offers an intuitive, easy-to-use graphical interface that engineers can use
to rapidly analyze and troubleshoot enterprise networks. Omnipeek supports local captures from multiple

interfaces and data collection from any network topology, including 1 Gigabit and 10 Gigabit networks, wire-
less networks, and local matrix switches.

Omnipeek with distributed Capture Engines

As a software console for Capture Engines, Omnipeek can also manage and interact with an unlimited
number of Capture Engines performing independent capture and analysis at any location across the net-

work.
Capture Engine™ Capture Engine™ Capture Engine™
New York Tokyo Singapore

San Francisco
Omnipeek™

Omnipeek allows network engineers to troubleshoot problems and perform statistical analysis on remote
segments from a single location, as shown in the diagram above. A single Capture Engine can also link to
multiple installations of Omnipeek, allowing simultaneous connection and collaboration, as shown below.
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The separately purchased Capture Engines have no user interface of their own. Capture engines rely on
Omnipeek to provide a user interface through the Capture Engines window. For more information, see Chap-
ter 2, Using Omnipeek with Capture Engines. See also the Capture Engine for Omnipeek Getting Started
Guide that ships with the product or the online help in the Capture Engine Manager application.

S

Network forensics

Network forensics is the retrospective analysis of network traffic for the purpose of conducting an investiga-
tion. You can use Omnipeek and the Capture Engines to capture, store, and data mine large volumes of
traffic data in order to investigate items such as network problems, security attacks, HR policy violations,
and more.

See Chapter 4, Forensic Search or online help for information on how to perform a forensic search on your
own network.

Voice and video over IP analysis

Voice and video over IP is available for call signaling and media analysis in the Voice & Video views of capture
windows, providing simultaneous analysis of voice and video data traffic with subjective and objective qual-
ity metrics. For more information on voice and video analysis, see the Omnipeek User Guide or online help.

Compass dashboard

The Omnipeek Compass dashboard provides an interactive forensics view of key network statistics, which
can be graphed, dynamically interacted with, and reported on. With its unique ability to aggregate traffic
from multiple segments, the Compass dashboard provides network engineers with more visibility and
insight into their networks.

The Compass dashboard offers both real-time and post-capture monitoring of high-level network statistics
with drill down capability into packets for the selected time range. Using the Compass dashboard, multiple
files can be aggregated and analyzed simultaneously. For more information, see Compass dashboard on
page 39.

Multi segment analysis

Multi-Segment Analysis (MSA) provides visibility and analysis of application flows across multiple network
segments, including network delay, packet loss, and retransmissions. It can quickly pinpoint problems and
their root causes across multiple segments, bring problematic flows together, and create an analysis ses-

Network forensics 2
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sion, report anomalies, and provide graphical visualization of multiple segments across the network. For
more information, see Chapter 9, Multi-Segment Analysis.

System requirements

The system requirements for Omnipeek are:

*  Windows 11, Windows 10, Windows 8.1 6 4-bit, Windows 7 64-bit, Windows Server 2019, Windows Server
2016, Windows Server 2012, Windows Server 2012 R2, Windows Server 2008 R2 64-bit

Note For Windows 7 and Windows Server 2008 R2, SHA-2 code signing is required to run Omnipeek.
Typically, for users that are updated automatically using Microsoft Update, this is installed
automatically; otherwise, you will need to install the SHA-2 update manually. See Microsoft
KB3033929.

Omnipeek supports most rack mount, desktop and portable computers as long as the basic system
requirements to run the supported operating systems are met. Depending on traffic and the particular
usage of Omnipeek, the requirements may be substantially higher.

The following system is recommended for Omnipeek:
* Intel Core i3 or higher processor

* 4GCBRAM

* 40 CB available hard disk space

Factors that contribute towards superior performance include high speed CPU, number of CPUs, amount of
RAM, high performance disk storage subsystem (RAID 0), and as much additional hard disk space as is
required to save the trace files that you plan to manage.

Supported operating systems require users to have Administrator level privileges in order to load and
unload device drivers, or to select a network adapter for the program’s use in capturing packets. For more
information, please see our Web site at https.//www.liveaction.com/products/.

Supported adapters and drivers

To analyze 10 Gigabit, Gigabit, or wireless traffic, a supported network analyzer card (e.g, LiveAction capture
adapters) or wireless LAN adapter is required for Omnipeek. For the most recent information on network
adapter cards and drivers, please visit https.//www.liveaction.com/products/.

For information on configuring wireless channels and security, and Gigabit hardware profiles, in Omnipeek
and the Capture Engines, please refer to the Omnipeek User Guide or online help.

Installing Omnipeek
To install Omnipeek:

1. Runthe Omnipeek installer (e.g, Omnipeek_xx.xx.msi). The installer removes any previous versions of
Omnipeek.

2. Follow the installation instructions that appear on the screen.

During installation you are asked to enter a valid product key. When prompted, you can select from the
following:

* Automatic: The installer uses your Internet connection to send an encrypted message to an
activation server, which retrieves and installs a license file.

* Manual The installer guides you through generating a license file through a web page. Follow the
instructions to access the web activation page, fill in the required information, and you are provided
with a license file. The installer then guides you through installing the license file.

System requirements 3
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For more information about the product activation process, please see our website at: https://
www.liveaction.com/support/frequently-asked-questions/.

3. When the Installer has finished installing the program files, you can choose to view the Readme or
launch the program.

Note The Capture Engine Manager is installed by default with Omnipeek. This application lets you
configure and update settings for the separately purchased Capture Engines. For information,
see the Capture Engine for Omnipeek Getting Started Guide or the online help in the Capture
Engine Manager application.

Renewing or upgrading subscription versions of Omnipeek

If you are using a subscription version of Omnipeek, when your subscription is at least 30 days from expir-
ing, and whenever you start Omnipeek, you are prompted to renew your Omnipeek subscription with a dia-
log similar to the following:

Li ] Omnipeek

o Renew Omnipeek subscription

Your Omnipeek subscription will expire in 1 day. Do
you wish to renew your subscription?

= Renew subscription now

= Do not renew subcription

* Click Renew subscription now to open the Omnipeek activation dialog where you can renew your
existing license, or update to a new license.

* Click Do not renew subscription to continue to use Omnipeek until your subscription expires.

Installing a Capture Engine

For complete instructions on how to install, configure, and update software and settings for Capture
Engines, see the Capture Engine for Omnipeek Getting Started Cuide that ships with the Capture Engine.

Main program window and Start Page
To start Omnipeek:
* On the Start menu, click LiveAction Omnipeek.
The main program window and Start Page appears.

The parts of the main program window are described below.

Renewing or upgrading subscription versions of Omnipeek 4
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-
4% Omnipeek - [Start Page]

i File Edit View Capture Tools W

Toolbar —

q Start Page  x
NS NENERE

» £ o

New Capture Open Capture File View Capture Engines

Welcome to Omnipeek!

For local wireless packet capture, Omnipeek requires the installation of special drivers.
If this is your first time using Omnipeek, you may want to view the Getting Started Guide.

What's new in Omni 12
Expert enhancements
VolP enhancements
Hi-DPT Support
Enhanced support for SCTP
Added support for ACL with 3rd party suthentication
Support for Finsncisl Transaction Card message Interchange protocsl (1508533)
Start Improved Network and Application Latency Values for Expert
1 Performance improvements
Page Support for new LiveAction hardware appliances
New Decodsrs
For the complete list, refer to the raad me

Recent Files Location Summary
No recent files

Recent Capture Templates Location Summary
No recent templates

Documentation Resources
View the Readme List installed plug-ins
View the Getting Started Guide View sample files
View Driver Installation Instructions MyPeek
Read the User Guide
Read the Capture Engine for Omnipeek Getting Started Guide

Technical Support
View technical support resources for LiveAction products 4
Contact LiveAction technical support (1
Omnipesk Supported Hardware (1

Show Start Page at startup

For Help, press FL

m

LiveAction

* Toolbar: Provides buttons for frequently-used tasks in Omnipeek. To display different toolbars or to

customize toolbar options, on the View menu, click Toolbars.

* Start Page: Provides buttons for creating a new capture, opening saved capture files, and viewing the
Capture Engines window. Additionally, the Start Page lists ‘'What's new’ in the version of Omnipeek, and

also provides links to useful resources, both local and online.

* Status Bar: Shows brief context-sensitive messages on the left and the current monitor adapter on the
right. To toggle the display of the status bar, on the View menu, click Status Bar.

Main program window and Start Page 5



Using Omnipeek with Capture Engines

If you are using Omnipeek as a console for distributed Capture Engines, you will need to connect to the
Capture Engines from the Capture Engines window in Omnipeek. (If you are using Omnipeek as a portable
network analyzer only, and not as a console for distributed Capture Engines, you do not need to review this
section.)

Capture Engines let you capture and analyze data at any location across the network. Capture Engines per-
form real-time network analysis from the Omnipeek console on traffic from one or more network inter-
faces, including Ethernet, 802.11 a/b/g/n/ac wireless, 1 Gigabit, and 10 Gigabit.

The Capture Engines window in Omnipeek lets you view and interact with Capture Engines, which have no
user interface of their own.

Displaying the Capture Engines window

Do one of the following to display the Capture Engines window:
* On the Start Page, click View Capture Engines

* On the View menu, click Capture Engines

The Capture Engines window appears.

Note Both Omnipeek and Capture Engine Manager maintain the same list of Capture Engines. Making
a change in either program automatically updates the list in the other program.

Insert Engine Discover Engine

Delete Connect
—Disconnect

Insert GrouF

-
4% Omnipeek

i File Edit

View Capture Tools Window Help Action

Engines [ Gk (| 2| s

There are no tems to show in this view

.
Connecting to a Capture Engine

In order to view packets and data from a Capture Engine, you must first connect to the Capture Engine from
the Capture Engines window.
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To connect to a Capture Engine:

1. From the Capture Engines window, click Insert Engine. The Insert Engine dialog appears.

Insert Engine @
Engine
@ Host: -
Port: 6357 =
Credentials
Q’j Domain:
Username: |
Password:
Save my password
[ Connect } [ Cancel ] [ Help

2. Complete the dialog;

* Host: Enter the IP address of the Capture Engine that you want to connect to.

*  Port:Enter the TCP/IP Port used for communications. Port 6367 is the default port for the LiveAction

Capture Engine.

* Domain: Type the Domain for login to the Capture Engine. If the Capture Engine is not a member of
any Domain, leave this field blank.

* Username: Type the Username for login to the Capture Engine.

*  Password: Type the Password for login to the Capture Engine.

3. Click Connect. When the connection is established, the Capture Engine appears in the Capture Engines

window.

-
4% Omnipeek

Capture Engines x

i File Edit View Capture Send Tools Window Help

Engines() [k O [ XK | o 3 4
(aptureEng'lne

i

Wik ®E Nk %

For Help, press FL

Capture Storage:

Home w i i in_ F

Capture Engine

Name: Capture Engine
Host Name: omnipliance
Address: 10.4.2.137:5367
User: roct
Engine Type: Omnipliance
Version: 10.0 {build 10.0.0.20)

Engine Local Time: 10/17/2015 16:57:40

Time Zone: GMT-07:00
Uptime: 3:47:52

Operating System: Ubuntu 14.04 LTS

IPMI Address: 10.4.100.36
Memory: 128,905 MB Total Phys; 125,742 MB Avail Phys
CPU Type: Intel{R) ¥eon(R) CPU E5-2643 v2 @ 3.50GHz
CPU Count: 24
58,328 GB Total; 58,328 GB Avail

Captures (1)

H New Capture | View Captures

Forensics (1 capture sessions)
Files (1 files)

Forensic Searches (0)

Events (104,531)

Adapters (4)

Settings
Filters (109} | Graphs (28) | Alarms (60) | Notifications (1) | Analysis Modules

Connecting to a Capture Engine 7
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Tip You can add multiple engines to the Capture Engines window by clicking Insert Engine.

4. Click Insert Group to add a new group of engines to the Capture Engines window. A new group folder

appears.
Inserlt Group
7}9 Omnipeek lilﬂlg‘

h

i File Edit View Capture Tools Window Help

4 ] New Group

ﬁ Capture Engine

Capture Engine

Name:

Host Name:
Address:
User:

Capture Engine
omnipliance
10.4.2.53:6367
root

Engine Type: Omnipliance

10.0 (build 10.0.0.16)

10/3/2016 12:40:58

GMT-07:00

3:36:19

Ubuntu 14.04 LTS

3,953 MB Total Phys; 3,260 MB Avail Phys
Intel{R) Xeon(R) CPU ES-2630 vZ @ 2.60GHZ
2

Version:

Engine Local Time:
Time Zone:
Uptime:

Operating System:
Memory:

CPU Type:

CPU Count:

Capture Storage: 168 GB Total; 167 GB Avail

Captures (1)
[ new Capture | View Captures

Forensics (1 capture sessions)
Files (3 files)

Forensic Searches (0)

Events (43)

Adapters (4)

W2 EE %

Settings
Filters (109) | Graphs (28) | alarms (60) | Notifications (1) | Analysis Modules

5. Select the Capture Engine group folder and click Insert Engine to add a Capture Engine to the group.

Connecting to a Capture Engine 8



The Capture Window

Capture windows are the main interface for presenting traffic analysis information about your network.
Omnipeek lets you create capture windows for local captures, as well as remotely from multiple interfaces
to an unlimited number of distributed Capture Engines.

You can create multiple configurable capture windows, each with its own selected adapter and its own cap-
ture settings. The number of capture windows you can have open at one time is limited only by the amount
of available system resources.

When configuring a capture window's capture settings, keep in mind that the window's capture perfor-
mance can be directly related to the number and type of capture options that you have enabled. For exam-
ple, enabling more options may give you more data, but may come at the price of a greater likelihood of
not capturing all the data.

The things that determine how much data (and therefore how many capture options) a capture can handle
is determined by the system memory and CPU power of the Omnipeek or Capture Engine computer, the
amount and kind of data that is being captured, and the number of capture options and analysis modules
that are enabled. Enabling capture options, such as Capture to disk, Expert Analysis, and Graphs; and
enabling an analysis module such as VolP Analysis consumes much more machine resources than others.

Creating an Omnipeek capture

To create an Omnipeek capture:

1. Do one of the following to start a new capture:
* Click New Capture on the Start Page
* On the File menu, click New Capture...

The General options of the Omnipeek Capture Options dialog appears.

Capture Options @
Omni K General General
mnipee Adapter
capture 80.2.11 Capture title:  Capture 1
. Triggers
0p1|0 ns Fitters Continuous capture
Statistics Output Capture to disk
Analysis Optiens File path:
C:\Users\Capture 1- E
File size: 1024 =) megabytes
[ Stop saving after | 1000 megabytes
[ Keep mostrecent | 10 files (10.0 GB)
[T Mew file every 1 days
[ Limit each packet to | 128 * bytes
[ piscard duplicate packets
Buffer size: 256  ={ megabytes
Show this dialog when creating a new capture
[ ok [ cancel |[ e |
F

2. Configure the General options.

3. Choose an adapter in the Adapter options.
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Note Click Help on the dialog for more information on how to configure these options. For a
description of other configuration options, see the Omnipeek User Guide or online help.

4. Click OK A new Omnipeek capture window appears.
42 Omnipesk E‘E‘él‘

i File Edit View Capture Tools Window Help

ey e Y- e

q ‘Capture 1 x] b
Packets received: 0 Buffer usage: 0% | |
Packets filtered: 0 Filter state: 4= Accept all packets !#
_‘?'| Entter a fitter expression here (use F1 for help) |D ‘
Dashboards R N N
« Network ~ Network Utilization - 2 Minute Window (1 Second Average)
Applications
Voice & Video
Compass
ca:;;;z No Data
Events
Notes
Fiters
Expert
Clients/Servers ~ Current Activity ~ Events
Flows
Capture applications
WIndOW WESI;rvErs NETWORK UTILIZATION PACKETS ERRCRS - N B
views Clients | 0.000 0 0 @o @o A0 Qo
Pages WMbits/s packet/s errorsfs
Requests
Voice & Video
Calls
Media ~ Top Talkers by IP Address ~ Top Protocols by Bytes
Visuals
Peer Map
Graphs
Statistics
Summary No Data No Data
Nodes
Protocols
applications
Countries

FP Local Area Connection |Packets: |0 Duration: | 0:00:00

5. Click Start Capture to begin capturing packets. Start Capture changes to Stop Capture and traffic statistics
begin to populate the Network dashboard of the capture window.

6. Click the capture window views in the navigation bar to view captured packets, expert and statistical
analysis of the data, the Peer Map display, and more.

7. Click Stop Capture to end the capture. You can choose to save, discard, or resume the capture.

Tip To resume capturing from where you left off, hold down the Alt key and click Start Capture. To
empty the capture buffer and start a new capture, simply click Start Capture again.

Creating a Capture Engine capture
To create a Capture Engine capture:
1. Do one of the following to open the Capture Engines window:
* On the Start Page, click View Capture Engines
* On the View menu, click Capture Engines
The Capture Engines window appears.

2. Connectto a Capture Engine. (To connect to a Capture Engine, see Connecting to a Capture Engine on
page 6.) The Home tab for the Capture Engine appears.

Creating a Capture Engine capture 10
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-
42 Omnipeek

i File Edit View Capture Tools Window Help

4 Capture Engines

Engines () (b g O | K | o »d 4
ﬁ(ﬂpture[ngine

Capture Engine

Home | Captures | Forensics | Files  ForensicSearches | Events | Adapters | Settings | admin

Name:

Host Name:
Address:

User:

Engine Type:
Version:

Engine Local Time:
Time Zone:
Uptime:

Operating System:
Memory:

CPU Type:

CPU Count:
Capture Storage:

) Captures (1)
[) New Capture | View Captures

Capture Engine
omnipliance
10.4.2.53:6367
roct
Omnipliance
10.0 (build 10.0.0.16)
10/3/2016 15:09:35
GMT-07:00
6:04:56
Ubuntu 14.04 LTS
3,953 MB Total Phys; 3,222 MB Avail Phys
Intel{R) Xeon(R) CPU ES-2630 vZ @ 2.60GHz
2
168 GB Total; 167 GB Avail

)
«

New Capture...

MNew “Forensics Capture”

MNew “Monitoring Capture”

Edit Capture Templates

ions)

O= Settings

_ﬂj Events (113)

F Adapters (4)

™ Filters (109) | Graphs (28) | Alarms (60) | Notifications (1) | Analysis Modules

o7

From the Home tab, click New Capture and select the type of capture that you would like to create:

Note You can also select the options below from the Insert drop-down list available from the
Captures tab, and from the New Capture options available from the Adapters tab.

* New Capture..: This option lets you create a new Capture Engine capture based on the capture

settings that you define.

* New “Forensics Capture”: This option lets you create a new Capture Engine capture based on a
forensic capture template configured for post-capture forensic analysis.

*  New “Monitoring Capture”: This option lets you create a new Capture Engine capture based on a
monitoring capture template configured to view higher level expert and statistical data in a
continuous real-time capture.

* Edit Capture Templates: This option opens the Capture Templates dialog and allows you to create
new or edit existing capture templates.

The General options of the Capture Engine Capture Options dialog appears.

Creating a Capture Engine capture 11
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Capture Engine General Options

Capture Options - eth) @
General General
Adapter
Triggers Capture title:  root (root) - Capture 1
Filters Comment:
Alarms
Graphs Continuous capture
Statistics Output Capture to disk

Analysis Options

File name:  root (root) - Capture 1-
Packet File Indexing flename: | root (root) - Capture

Timestamps File size: 1024 5| megabytes [ Priority to cTD
Disk space for this capture:
8] &4 =GB
1 128
D Timeline Stats Top Stats VoIP Stats App Stats
[ Limit each packet to | 128 * | bytes

[ Discard duplicate packets

Buffer size: 256 = megabytes
[ start capture immediately

Open capture window

[] 5ave as template

[ OK ][ Cancel ][ Help

4. Configure the General options.

5. Choose a capture adapter in Adapter options.

Note Click Help on the dialog for more information on how to configure these options. For a
description of other configuration options, see the Omnipeek User Guide or online help.

6. Click OK A new Capture Engine capture window appears.

r M
42 Omnipesk l‘:' B g
i File Edit View Capture Tools Window Help
PO ARy e ERGEREN - BN - BEICRY
q W) Capture Engine: root (root) - Capture 1 x b
Packets received: 1,069,335 Buffer usage: 100% | | S
Packets filtered: 1,069,335 Filter state: 4= Accept all packets -
||| | Ertersfiter sxpression here (s F1 for heip) [
Dashboards R - F
Timeline ¥ Network Utilization - 10 Minute Window (5 Second Average)
® Network e
Applications 0 Hax
Vaice & Video K
Compass é 20
Capture =
Packets o
Events 0
Filters 15:12.43 15:14:28 15:18:09 15:17.49 15:19:28 15.21:09
Capture Alarms
WlndOW B(pt.art ¥ Current Activity * Events
Clients/Servers
views Fows
v _Applcla\:;“s NETW/ORK UTILIZATION PACKETS ERRORS
loice leo oy oy -
i (1] 1 (%]
cals 11.041 1,991 0 03 @0 Ao @o
Media Mbits/s packet/s errorsfs
Visuals
Peer Map
Statistics
Summary ~ Top Talkers by IP Address ~ Top Protocols by Bytes
Nodes 108.168.236.116 I—— 33 1% TCP I 5 9%,
Protocols = 127% 223%
Applications 206.169.145.208 £ 7.2% HTTR o 12.1%
| 37% 4.59%
L Countries 54230141184 | 23% SSH E 35%
27% 117%
5031215110 B 21% RDP | 08%
1 1.8% | 0.8%
10.42.168 1 1.7% Aruba ERM - 0.7%
e 323% I 1.0%
0 10 20 30 40 50 & 70 380 90 100 0 10 20 30 40 50 &0 70 80 50 100
Capturing F ethl [Packets: Duration:
L

7. Click Start Capture to begin capturing packets. Start Capture changes to Stop Capture and traffic statistics
begin to populate the Network dashboard of the capture window.

8. Click the capture window views in the navigation bar to view captured packets, expert, and statistical
analysis of the data, the Peer Map display, and more.

Creating a Capture Engine capture 12
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9. Click Stop Capture when you want to stop collecting packets into the Capture Engine capture buffer.

Note Users without permission to create or modify Capture Engine capture windows will find features
grayed out, missing, or receive an error message indicating the task is not allowed. For details,
see the Capture Engine for Omnipeek Getting Started Cuide.

Opening saved capture files

Capture files, or trace files, are capture windows that were saved to a variety of supported capture file for-
mats. You can open capture files to load and process packets back into Omnipeek.

Omnipeek capture files

To open an Omnipeek capture file:

1. Do one of the following:
* Onthe Start Page, click Open Capture File. The Open dialog appears.
* On the File menu, click Open. The Open dialog appears.

2. Select the capture file and click Open.

Note When opening large files, a progress bar in the status bar of the file window appears displaying
the progress of packet processing.

Tip From the Open dialog, you can click the Filter button to open the Filter dialog, which allows you
to select both the filters and analysis options to apply to each of the files that you select to
open. By applying one or more filters, you can greatly reduce the amount data you are opening
to only the data you are interested in analyzing. For example, if you want to load only the
packets from the files which match a particular IP address, you can create a simple filter from
the dialog and then select that filter when opening the files.

By disabling analysis options, you can free up system resources resulting in faster performance.
These analysis options are typically displayed in the navigation pane of a capture window.
Enabling/disabling analysis options is also available from the Capture menu (on the Capture
menu, click Analysis Options).

Opening saved capture files 13
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r Ny
42 Omnipeek lilﬂlg
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3. Click the Packets view in the navigation pane.

Overview graph for capture files

Whenever you open a capture file in Omnipeek, an overview graph is displayed at the top of the files win-
dow. The overview graph allows you to ‘zoom’in on a portion of a file by selecting a time range and repro-
cessing all statistics within the selected time range. The reprocessed statistics are then displayed in the
lower half of the files window.

Summary Info  Events Timeline Overvie\|N Graph
79 Omnij lilﬂlg‘

i File Edit View Capture Tools Window Help Action
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le . e a4 .
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The overview graph is comprised of three parts:

* Overview Graph: The overview graph initially displays data for the entire capture file. When a selection
is made by clicking inside the graph and dragging a desired time range, the displayed packets (and the
analysis of those packets) are limited to the selected time range. The beginning and end of the
selection can be dragged to expand or contract the selection range. Additionally, the selection can be
dragged horizontally, moving it while leaving the duration constant.

Overview graph for capture files 14
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Events Timeline: The events timeline is a small line below the overview graph which visualizes the
volume and severity of events in the capture file. It represents event counts by size (the larger the dot,
the more events in that range), and color (representing the severity of those events). You can right-click
inside the overview graph to show or hide the events timeline.

Summary Info: The summary info located to the left of the overview graph displays the time range and
various counts (packets, flows, files, events, applications, IP addresses, countries) in the capture file.
When a selection is made in the overview graph, the summary info is updated and displays the counts
for the selection, as well as the totals for the entire capture file.

Tip You can show/hide the Overview graph from the View menu: On the View menu, click Overview.

Right-click inside the overview graph for the following options:

Clear Selection: Removes any selected time range from the overview graph and displays data for the
entire capture file.

Network Utilization: Displays the overview graph as network utilization counts.
Events. Displays the overview graph as event counts.

Events Timeline: Shows or hides the Events timeline from the display.

Column: Displays the overview graph as a column graph.

Skyline: Displays the overview graph as a skyline graph.

Area: Displays the overview graph as an area graph.

Line: Area: Displays the overview graph as an line graph.

Line/Points: Displays the overview graph as an line/points graph.

Linear. Displays the overview graph as a linear display.

Logarithmic: Displays the overview graph as a logarithmic display.

Show Min/Max. Displays the minimum and maximum values of overview graph.

Synchronize Events: Updates the overview graph based on the current set of events in the Events view.

Working in the Files view

The Files view displays files extracted from reassembled HTTP payloads of capture files opened in
Omnipeek. This view lets you quickly see the files that are being transmitted across your network. To narrow
your search, you can even filter files by its content-type.

Note The Files view is not supported in Capture Engines.

Working in the Files view 15
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The parts of the Files view are described below.

Files: Displays the total number of files in the capture file.

List View. Displays the files in the capture file.

Flow Visualizer. Opens the selected file in a Flow Visualizer tab.

Make Filter: Opens the Insert Filter dialog to create a filter based on the selected file.

Insert Into Name Table: Opens a dialog to add the client and server node addresses of the selected file
into the Name Table.

Resolve Names: Checks the DNS server for a name to match the client and server addresses of the
selected file.

Toggle List View. Toggles the list view between the options below:

* Extra Large Icons: Displays files in the list view as small icons. Images are displayed as the actual
image, while other files are displayed with the icon corresponding to the content-type for the file.
Hovering over a file in an icon mode displays a tooltip showing additional details of the file.

* Large Icons: Displays files in the list view as large icons. Images are displayed as the actual image,
while other files are displayed with the icon corresponding to the content-type for the file. Hovering
over a file in an icon mode displays a tooltip showing additional details of the file.
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Details: Displays files in the list view as a details list with multiple columns. You can click a column
header to sort the files by that column. You can right-click a column header to add or remove
columns. You can also view this information in the Details tab of the details pane.

Toggle Details: Toggles the details pane to appear either below or to the right of the list view (or hidden
completely). You can also resize the details pane by dragging the resize control located between the
details pane and list view. The details pane consists of the following tabs:

Details: Displays various information about the selected file. You can also view this information in
the list view by toggling the list view to the Details option. To copy any text within this tab to the
clipboard, select the text, right-click, and click Copy.

Headers: Displays request and response headers for the selected file. To copy any text within this
tab to the clipboard, select the text, right-click, and click Copy.

Contents: Displays file contents as an image, text, or binary data. You can right-click inside the tab to
change the display mode to Auto, Image, Text, or Binary. Selecting Auto will pick the best mode
depending on the type of file. In Image mode, at the top of the contents tab, a small area displays
information about the image (proportions and color information). In Text mode, there are
additional options to set the text encoding used. In Binary mode, there are additional options to
change the display of data and offsets. To copy any text within this tab to the clipboard, select the
text, right-click, and click Copy.

Search: Allows you to search the list of files for the text string that you enter in the text box. You can
search file names, request/response headers, or file contents by selecting the option from the drop-
down list to left of the text box.

Filter Files: Allows you to filter the file list by content-type. The drop-down list contains common
content-types (for example, image/* text/*). Additionally, you can type in any content-type (for
example, image/png) to filter files by that content-type. This essentially acts as a display filter—only
files which are of the type specified are displayed; non-matching files are hidden.

Working in the Files view 17



Forensic Search

Network forensics is the retrospective analysis of network traffic for the purpose of conducting an investiga-
tion. You can use Omnipeek to capture, store, and data mine large volumes of traffic data in order to inves-
tigate items such as network problems, security attacks, HR policy violations, and more.

From the Capture Engine window, you can perform network forensics analysis from the Files or Forensics tab
of a connected Capture Engine. See Forensic search from the Files tab on page 18 and Forensic search from

the Forensics tab on page 21.

Note You can also perform forensic analysis directly from a ‘Forensics Capture’ window. See Forensic
search from the ‘Forensics Capture’ window on page 27.

Forensic search from the Files tab

The Files tab in the Capture Engines window displays a listing of all the capture files saved to the Capture
Engine. Performing a forensic search from the Files tab lets you sort through hours or even days worth of
network traffic, from one or more Capture Engine capture files, for specific data you wish to analyze further.

Important! One or more capture files saved to the Capture Engine computer are required before you can
perform a forensic search.

To perform a forensic search from the Files tab:

1. From the Capture Engines window, select the Files tab of a connected Capture Engine.

Tip Right-click inside the list of files for additional options for performing a forensic search,
grouping files, uploading and downloading packets, deleting files, synchronizing files to the file
system on the hard disk, and refreshing the display.
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2. Select one or more capture files you wish to search.

3. Click ForensicSearch (or click the small down arrow next to Forensic Search and select the type of forensic
search you wish to perform). The Forensic Search dialog appears.

Note Selecting one of the pre-defined types of forensic searches displays the Forensic Search dialog
with the Analysis & Output options pre-configured for that type of forensic search. You can
change any option prior to clicking Start.

L
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Forensic Search
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) search all files
(@) Search selected files (2)
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F Network Media
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4. Complete the dialog to specify the criteria for extracting data from the selected capture files:

*  Name: Enter a name for the forensic search.

* Files: Choose one of the following:

Forensic search from the Files tab 19
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5. Clic

* Search all files: Select this option to search through all of the files listed in the Files tab.
* Search selected files: Select this option to search through only the selected files in the Files tab.

Captures: Select this option and then select the capture to search from those listed in the Capture
column of the Files tab.

Network Media: Choose one of the following:

* Media type: Select this option and then select the media type to extract only the data of a
specific media type.

* Adapter: Select this option and then select the adapter to extract only the data captured by a
specific adapter.

Time Range: Select this option and then configure the start and end times to extract the data.

* Start time: Set the start date and time for extracting data. Only the data captured between the
start time and end time is extracted.

* Endtime: Set the end date and time for extracting data. Only the data captured between the
start time and end time is extracted.

*  Duration: Displays the amount of time between the specified start and end times.

Filters: Click to select a filter from the display list. All packets will be accepted if no filters are
applied to the forensic search.

To create an advanced filter, click Filters and select Insert filter, Insert Operator, or Insert Expression
from the display.

Analysis & Output: Select one or more of the options to enable and display that particular view in
the new Forensic Search window. For various Analysis & Output options that have additional
configurable settings, click the submenu to the right of the option.

k Start. A new Forensic Search window appears along with two progress bars at the top of the window.

(Clicking Stop stops the search and then completes the processing of the packets.)

Once the processing of the packets is complete, the progress bars go away and the new Forensic Search
window is populated with the data found based on the criteria you selected above.
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6. From the new Forensic Search window, you can further narrow down the data by performing any of the
post-capture analysis methods described in the Omnipeek User Cuide.

Forensic search from the Forensics tab

The Forensics tab in the Capture Engines window displays the capture sessions available on the Capture
Engine. Performing a forensic search from the Forensics tab lets you select one of the capture sessions, dis-
play its data in the Timeline graph, and then perform a forensic search on specific parts of the data.

Important! One or more forensic captures on the Capture Engine are required before you can perform a
forensic search from the Forensics tab.

To perform a forensic search from the Forensics tab:

1. From the Capture Engines window, select the Forensics tab of a connected Capture Engine. The
Forensics tab displays the data currently available from the capture storage space of the Capture
Engine.
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The parts of the Forensics tab are described here:

* Header Information: The header information displays statistics for the capture session (data start
time, data end time, duration, status, packets, packets dropped, adapter, etc.).

e Top Talkers by IP Address: This display shows a graph of top “talkers” on the network, broken out by
node for the selected area in the Timeline graph below. You can right-click inside the display to
display top talkers by Physical Address, IP Address, or IPv6 Address, or to select a Bar or Pie display.
Mouse over a bar (or slice) of the graph to view a tooltip with additional details for the node.

* Top Applications by Bytes: This display shows a graph of top applications on the network for the
selected area in the Timeline graph below. You can right-click inside the display to toggle the
display with the Top Protocols display, or to select a Bar or Pie display. Mouse over a bar (or slice) of
the graph to view a tooltip with additional details for the application.
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Top Protocols by Bytes: This display shows a graph of top protocols on the network for the selected
area in the Timeline graph below. You can right-click inside the display to toggle the display with
the Top Applications display, or to select a Bar or Pie display. Mouse over a bar (or slice) of the graph
to view a tooltip with additional details for the protocol.

Timeline graph: The Timeline graph displays the data of the selected capture session. Only one
capture session at a time can be displayed inside the graph. By default, the graph shows network
utilization in Mbits/s, but other statistics can be graphed as well by selecting the View type.

Here are descriptions of other parts of the Timeline graph:

Right-click inside the graph to perform a forensic search (see Forensic search below), download
selected packets to a capture file, refresh the window, or choose a different graph format: Bar,
Stacked Bar, Skyline, Area, Stacked Area, Line, Line/Points, Linear, and Logarithmic.
Additionally, you can also toggle displaying the minimum and maximum points for each series
on the graph.

Mouse over a data point in the graph to view a tooltip displaying timestamp and size
information (e.g, time and rate, time and packet size, etc.).

Any time there is more data than can be displayed on the screen, a scroll bar appears below the
graph and allows you to view different points of time in the graph. (If the Time window is set to
Automatic, the scroll bar will never appear.)

If the Time window is set to anything other than Automatic, a scroll bar appears below the
graph and allows you to view different points of time in the graph.

View type: Select the type of statistics to display in the Timeline graph. You can select from:

Note

Network Utilization (Mbits/s)
Network Utilization (Packets/s)
Unicast/Multicast/Broadcast
Packets sizes

VLAN/MPLS

Protocols (Mbits/s)

Protocols (Packets/s)

Call Quality

Call vs. Network Utilization
Wireless Packets (Packets/s)

Wireless Retries (Packets/s)

To display statistics for a Call Quality or Call vs. Network Utilization view type, the VolIP Stats
option must be selected when you first create the capture and configure the General options of
the Capture Options dialog.

Time window:. Select the time interval to display in the Timeline graph. By default, Automatic is
selected to display the optimum window based on the available data. Intervals from 5 Minutes (1
Sec. Avg.) to 24 Hours (5 Min. Avg.) are also available.

Forensic search: Click to display the Forensic Search dialog where you can adjust the forensic search
settings. Click the small down arrow next to Forensic Search to display custom or pre-configured
settings for performing a forensic search. You can change any option prior to clicking Start:

Custom: Creates a Forensic Search window based on the customized settings that you configure.

Overview. Creates a Forensic Search window based on settings that display an overview of the
selected data in the capture session.
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* Packets: Creates a Forensic Search window containing a packets-only view.

* Expert Creates a Forensic Search window based on settings that are optimized for Expert
analysis.

* Voice & Video: Creates a Forensic Search window based on settings that are optimized for Voice &
Video analysis.

* Download Packets. Click to download the packets from the selected capture session, in the
selected time range.

* Refresh: Click to refresh the screen. For an active capture session, you can also set an automatic
refresh interval by selecting an interval from the drop-down list to the right of Refresh.

* Nested tabs: There are three nested tabs available from within the Forensics tab: Timeline, Storage,
and Details. Each tab allows you to view and select the capture data you wish to search in various
formats. The Timeline, Storage, and Details tabs are described in detail below.

2. From any of the nested tabs, click (double-click from the Details nested tab) the capture session you
wish to search. The selected capture session is displayed in orange to indicate it is selected, and the
data for the capture session is loaded into the Timeline graph at the top.

Important! A session represents a contiguous period of time when packets are captured from a particular
interface. A session is created each time you start a capture. A capture can have multiple
sessions, and each session can be separated by periods of inactivity. Forensic analysis can then
be performed on each session. Sessions are displayed in any of the nested tabs available from
the Forensics tab.

3. Inthe Timeline graph, drag to select the area of the selected capture you wish to search. If no area of
the graph is selected, the entire capture is selected by default.

Selection: 4/27/2011 7:08:07 - 4/27/2011 %3507 Duration: 2:30:00 Packets: ~5 .54 M

Packets/s

100

04
5.26.07 B.04.07 64207 2007 8807 s36.07 91407 95207 103007 110807 114407
W Total W Dropped CRC W Rurt Jumba

Note The packet count displayed above the Timeline graph is an approximation of the packets
currently selected.

Tip You can adjust the exact time range from the Forensic Search dialog.

4, Click ForensicSearch (or click the small down arrow next to Forensic Search and select the type of forensic
search you wish to perform). The Forensic Search dialog appears.

Note Selecting one of the pre-defined types of forensic searches displays the Forensic Search dialog
with the Analysis & Output options pre-configured for that type of forensic search. You can
change any option prior to clicking Start.
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-
Forensic Search - root (root) - Capture 1

==

®

Time Range
Startime: 10/ 5/2016 [Ev 10:04:09
End time: 10/ 5/2016 [Elv 10:05:09

Duration: 0:01:00

‘,j? Filters

|?'| Enter a filtter expression here (use F1for help)

¥ Analysis & Output
Packets
[ClExpert
[ voice & video
[ Graphs
Analysis Modules
Events
Network Statistics
Error Statistics
Size Statistics
|| compass

Mode Statistics

Protocol Statistics

[|Mode Detail Statistics

[ Application Statistics

[~] Country Statistics

Summary Statistics

Traffic History Statistics
Wireless Channel Statistics
Wireless Mode Statistics

Enable all Disable al

[ Start

][ Cancel ][ Help ]

Complete the dialog to specify the criteria for extracting data from the selected capture:

Note

If you wish to perform a forensic search on a capture session that is active and is currently

capturing packets, we recommend that you stop the capture first before performing the
forensic search. If you continue without stopping the capture first, make sure to clear the
Packets check box in the Forensic Search dialog before clicking OK.

*  Name: Enter a name for the forensic search.

* Time Range: Select this option and then configure the start and end times to extract the data.

* Start time: Set the start date and time for extracting data. Only the data captured between the
start time and end time is extracted.

* Endtime:Set the end date and time for extracting data. Only the data captured between the
start time and end time is extracted.

*  Duration: Displays the amount of time between the specified start and end times.

*  Filters: Click to select a filter from the display list. All packets will be accepted if no filters are
applied to the forensic search.

To create an advanced filter, click Filters and select Insert filter, Insert Operator, or Insert Expression

from the display.

* Analysis & Output: Select one or more of the options to enable and display that particular view in
the new Forensic Search window. For various Analysis & Output options that have additional
configurable settings, click the submenu to the right of the option.

Click start. A new Forensic Search window appears along with two progress bars at the top of the window.
(Clicking Stop stops the search and then completes the processing of the packets.)

Once the processing of the packets is complete, the progress bars go away and the new Forensic Search
window is populated with the data found based on the criteria you selected above.
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7.
post-capture analysis methods described in the Omnipeek User Guide.

Timeline nested tab

The Timeline nested tab has three bands of timelines (Day, Month, Year) that are u

From the new Forensic Search window, you can further narrow down the data by performing any of the

sed to display the cap-

ture sessions available from the storage space on the Capture Engine. You can select a capture session

from the day band to display the session in the Timeline graph above.

Capture Sessions

root (root) - Capture 2
—
root (root) - Capture 1
—

Day Timeline

Forensics Capture

Month Timeline————

Year Timeline———
4

Tipaine umstomocyendeiaisy
|
Timeline Nested Tab

Here are some useful notes for using the Timeline nested tab:

Capture sessions are represented with a horizontal green or blue bar and the name of the main parent

capture. Simply click a capture session to view its data within the Timeline graph above.

Only one capture session at a time can be selected and displayed in the Time

capture session that has green colored text indicates it is currently active and

Capture sessions may be overwritten by another session in the same capture if

line graph.

A capture session that is highlighted with an orange vertical bar indicates it is currently selected. A

is capturing packets.

the capture was created

as a ‘continuous capture,’ and the session ‘wraps’ after exceeding the disk space allocated for the

capture.

If a capture session ‘wraps,’ the horizontal green or blue bar appears with a lighter color to indicate that
capture sessions were overwritten. Any data that is overwritten is no longer available for analysis.
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* Draginside a timeline band to view different points of time within the timeline band. The other timeline
bands will move accordingly.

* Right-click inside a timeline band to quickly move to various points within the timeline. You can select
from:

* Go to Current. Moves all three timeline bands so that the currently selected capture session is
centered inside the display.

* Go to Now. Moves all three timeline bands so that the current time is centered inside the display.

* Go to Earliest. Moves all three timeline bands so that the earliest available capture session is
centered inside the display.

* Goto Latest. Moves all three timeline bands so that the latest available capture session is centered
inside the display.

Storage nested tab

The Storage nested tab displays each capture session available from the storage space on the Capture
Engine as a container nested within a larger parent container.

Capture Session  Selected Capture Session (in Orange)  Active Capture Session (in Green)

Forensics Capture
6242010 2:52: 14

6242010 9:52:48 ‘

Active  Graph
4 Timeline,  Storage | Defaks b

|
Storage Nested Tab

Here are some useful notes for using the Storage nested tab:

* A capture session that is colored orange indicates it is currently selected. A capture session that is
colored green indicates it is currently active and is capturing packets.

* Capture sessions may be overwritten by another session in the same capture, if the capture was created
as a ‘continuous capture’ and the session ‘wraps’ after exceeding the disk space allocated for the
capture. When data from a capture session is overwritten with new data, the old data is no longer
available for analysis.

* Only one capture session at a time can be selected and displayed in the Timeline graph.
* Mouse-over a capture session container to view a tooltip displaying details about the capture session.
* Right-click a capture session to display the following options:

* View Loads the selected capture session into the Timeline graph above.

* Delete Capture: Removes the selected capture and all of its capture sessions, packet data, and
statistics from the capture storage space on the Capture Engine. You will be prompted to verify any
deletions. Only a parent capture, and not individual capture sessions, can be deleted from the list.

* Delete All Captures. Removes all captures, capture sessions, packet data, and statistics from the
capture storage space on the Capture Engine. You will be prompted to verify any deletions.

*  Show Unreserved Space: Displays the amount of space that is not currently being used as capture
storage space on the Capture Engine.

* Show Legend: Displays a color-coded legend for the capture sessions.
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Details nested tab

The Details nested tab displays capture sessions available from the storage space on the Capture Engine as
a list in tabular format. Each capture session is displayed under its main parent capture. The main parent
capture is a collapsible list that can be expanded or collapsed to hide or show its capture sessions.

Main Parent Captures  Capture Sessions

Capture Diata Start Time - Duration Size Packets | Packets Dropped | Adag
= Forensics Capture

el et AR 1Z[11Z015 12220018 LioFzn 9,45 GE 14,471,745 0 ethi
= root {root) - Capture 2

. / 12/112015 12:00:33 22147 0,959 GB 1,276,179 112,034,475 eth?
= root {root) - Capture 1
. | 12{11/2015 11:48:10 13927 0,025 56 105,660 0 etho
4 | -l
4 Timeline L Storage,  Details ] 8

|

Sparklines Details Nested Tab

Here are some useful notes for using the Details nested tab:

* A capture session that is colored orange indicates it is currently selected. A capture session that is
colored green indicates it is currently active and is capturing packets.

* Capture sessions may be overwritten by another session in the same capture, if the capture was created
as a ‘continuous capture’ and the session ‘wraps’ after exceeding the disk space allocated for the
capture. An overwritten capture session is no longer available for analysis.

* Only one capture session at a time can be selected and displayed in the Timeline graph.

* Right-click a column heading to display or hide a specific column. Click a column heading to sort its
data.

* Right-click a capture session or parent capture to display the following options:

* View Loads the selected capture session into the Timeline graph above. Only a capture session, and
not a parent capture, can be loaded into the Timeline graph.

* Delete Capture: Removes the selected capture and all of its capture sessions, packet data, and
statistics from the capture storage space on the Capture Engine. You will be prompted to verify any
deletions. Only a parent capture, and not individual capture sessions, can be deleted from the list.

* Delete All Captures. Removes all captures, capture sessions, packet data, and statistics from the
capture storage space on the Capture Engine. You will be prompted to verify any deletions.

* Expand All: Expands the list so that all capture sessions are displayed below the parent capture.

* Collapse All: Collapses the list so that all capture sessions are hidden below the parent capture.

Forensic search from the ‘Forensics Capture’ window

If you created a ‘Forensics Capture’ window, you can perform a forensic search directly from the capture
window. A forensic search creates a new Forensic Search window.

Note You can also perform a forensic search from the Files or Forensics tab. See Forensic search from
the Files tab on page 18 and Forensic search from the Forensics tab on page 21.

To perform a forensic search from the ‘Forensics Capture’ window:
1. Create a Forensics Capture’ window as described in Creating a Capture Engine capture on page 10.

2. Click the Timeline dashboard to display the new ‘Forensics Capture’ window.
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The parts of the Timeline dashboard are described here:

* Header Information: The header information displays statistics for the capture session (data start
time, data end time, duration, status, packets, packets dropped, adapter, etc.).

* Top Talkers by IP Address: This display shows a graph of top “talkers” on the network, broken out by
node for the selected area in the Timeline graph below. You can right-click inside the display to
select a Bar or Pie display. Mouse over a bar (or slice) of the graph to view a tooltip with additional
details for the node.

* Top Applications by Bytes: This display shows a graph of top applications on the network for the
selected area in the Timeline graph below. You can right-click inside the display to toggle the
display with the Top Protocols display, or to select a Bar or Pie display. Mouse over a bar (or slice) of
the graph to view a tooltip with additional details for the application.

* Top Protocols by Bytes. This display shows a graph of top protocols on the network for the selected
area in the Timeline graph below. You can right-click inside the display to toggle the display with
the Top Applications display, or select a Bar or Pie display. Mouse over a bar (or slice) of the graph to
view a tooltip with additional details for the protocol.

* Timeline graph: The Timeline graph displays the data of the capture window. By default, the graph
shows utilization in Mbits/s, but other statistics can be graphed as well by selecting the View type.

Here are descriptions of other parts of the Timeline graph:

* Right-click inside the graph to perform a forensic search (see Forensic search below), download
selected packets to a capture file, refresh the window, or choose a different graph format: Bar,
Stacked Bar, Skyline, Area, Stacked Areq, Line, Line/Points, Linear, and Logarithmic.
Additionally, you can also toggle displaying the minimum and maximum points for each series
on the graph.

* Mouse over a data pointin the graph to view a tooltip displaying timestamp and size
information (e.g, time and rate, time and packet size, etc.).
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* Anytimethereis more data than can be displayed on the screen, a scroll bar appears below the
graph and allows you to view different points of time in the graph. (If the Time window is set to
Automatic, the scroll bar will never appear.)

* Ifthe Time window is set to anything other than Automatic, a scroll bar appears below the
graph and allows you to view different points of time in the graph.

* View type: Select the type of statistics to display in the Timeline graph. You can select from:
*  Network Utilization (Mbits/s)
*  Network Utilization (Packets/s)
*  Unicast/Multicast/Broadcast
* Packets sizes
* VLAN/MPLS
*  Protocols (Mbits/s)
*  Protocols (Packets/s)
*  Call Quality
* Call vs. Network Utilization
*  Wireless Packets (Packets/s)

*  Wireless Retries (Packets/s)

Note To display statistics for a Call Quality and Call vs. Network Utilization view type, the VoIP Stats
option must be selected when the capture was created and configured in the General options
of the Capture Options dialog.

* Time window:. Select the time interval to display in the Timeline graph. By default, Automatic is
selected to display the optimum window based on the available data. Intervals from 5 Minutes (1
Sec. Avg.) to 24 Hours (5 Min. Avg.) are also available.

* Forensic search: Click to display the Forensic Search dialog where you can adjust the forensic search
settings. Click the small down arrow next to Forensic Search to display custom or pre-configured
settings for performing a forensic search. You can change any option prior to clicking Start:

*  Custom: Creates a Forensic Search window based on the customized settings that you configure.

* Overview. Creates a Forensic Search window based on settings that display an overview of the
selected data in the capture session.

* Packets: Creates a Forensic Search window containing a packets-only view.

* Expert Creates a Forensic Search window based on settings that are optimized for Expert
analysis.

* Voice & Video: Creates a Forensic Search window based on settings that are optimized for Voice &
Video analysis.

* Download Packets. Click to download the packets from the selected time range.

* Refresh: Click to refresh the screen. For an active capture session, you can also set an automatic
refresh interval by selecting an interval from the drop-down list to the right of Refresh.

3. Inthe Timeline graph, drag to select the area of the capture you wish to search. If no area of the graph is
selected, the entire capture is selected by default.
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Note The packet count displayed above the Timeline graph is an approximation of the packets
currently selected.

Tip You can adjust the exact time range from the Forensic Search dialog.

4. Click ForensicSearch (or click the small down arrow next to Forensic Search and select the type of forensic
search you wish to perform). The Forensic Search dialog appears.

Note Selecting one of the pre-defined types of forensic searches displays the Forensic Search dialog
with the Analysis & Output options pre-configured for that type of forensic search. You can
change any option prior to clicking Start.

r B
Forensic Search - Forensics Capture ﬁ
Name &Analvsis&output
Packets Node Statistics
~ [Clexpert [+ Protocol Statistics
[
IJ Time Range [ vaice & Video | [ Mode Detail Statistics |
Start ime: 10/ 5/2016 [v 10:29:10 = Fleraphs [2 [ Application Statistics
End time: 10/ 5/2016 [~ 10:29:34 = [¥] Analysis Modules [“] Country Statistics
Duration: 0:00:24 Events SLIITIIT\EI"!' Statistics
— Metwork Statistics Traffic History Statistics
\‘f =D Error Statistics Wireless Channel Statistics
|?v| Enter a fiter expression here (use F1 for help) Size Statistics Wireless Mode Statistics
[l compass | Enable all Disable all
[ Start ] [ Cancel ] [ Help ]

5. Complete the dialog to specify the criteria for extracting data from the selected capture:
* Name: Enter a name for the forensic search.
* Time Range: Select this option and then configure the start and end times to extract the data.

* Start time: Set the start date and time for extracting data. Only the data captured between the
starttime and end time is extracted.

* Endtime: Set the end date and time for extracting data. Only the data captured between the
start time and end time is extracted.

*  Duration: Displays the amount of time between the specified start and end times.

*  Filters: Click to select a filter from the display list. All packets will be accepted if no filters are
applied to the forensic search.

To create an advanced filter, click Filters and select Insert filter, Insert Operator, or Insert Expression
from the display.

* Analysis & Output: Select one or more of the options to enable and display that particular view in
the new Forensic Search window. For various Analysis & Output options that have additional
configurable settings, click the submenu to the right of the option.
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6. Click Start. A new Forensic Search window appears along with two progress bars at the top of the window.
(Clicking Stop stops the search and then completes the processing of the packets.)

Once the processing of the packets is complete, the progress bars go away and the new Forensic Search
window is populated with the data found based on the criteria you selected above. The name of the
Forensic Search window is added to the list of currently active forensic searches in the Forensic Searches

tab.
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From the new Forensic Search window, you can further narrow down the data by performing any of the

post-capture analysis methods described in the Omnipeek User Guide.
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Dashboards

The Omnipeek dashboards display graphical data about your network summarized into several easy-to-
read displays. There are five dashboards available with Omnipeek: Timeline, Network, Applications, Voice &
Video, and Compass.

Timeline dashboard

The Timeline dashboard is available from Capture Engine capture windows that have any of the Timeline
Stats options enabled in the Capture Options dialog. The dashboard displays top talkers, top protocols, and
network utilization for the Capture Engine.
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The parts of the Timeline dashboard are described below.

* Header Information: The header information displays statistics for the capture session (data start time,
data end time, duration, status, packets, packets dropped, adapter, etc.).

e Top Talkers by IP Address: This display shows a graph of top “talkers” on the network, broken out by
node. You can right-click inside the display to display top talkers by Physical Address, IP Address, or
IPv6 Address; or to select a Bar or Pie display. Mouse over a bar (or slice) of the graph to view a tooltip
with additional details for the node.
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Top Applications by Bytes: This display shows a graph of top applications on the network for the
selected area in the Timeline graph. You can right-click inside the display to toggle the display with the
Top Protocols display, or to select a Bar or Pie display. Mouse over a bar (or slice) of the graph to view a
tooltip with additional details for the application.

Top Protocols by Bytes: This display shows a graph of top protocols on the network for the selected
area in the Timeline graph. You can right-click inside the display to toggle the display with the Top
Applications display, or to select a Bar or Pie display. Mouse over a bar (or slice) of the graph to view a
tooltip with additional details for the protocol.

Timeline graph: The Timeline graph displays the data of the selected capture session. Only one capture
session at a time can be displayed inside the graph. By default, the graph shows network utilization in
Mbits/s, but other statistics can be graphed as well by selecting the View type.

Here are descriptions of other parts of the Timeline graph:

* Right-click inside the graph to perform a forensic search, download selected packets to a capture
file, refresh the window, or choose a different graph format: Bar, Stacked Bar, Skyline, Area, Stacked
Areq, Line, Line/Points, Linear, and Logarithmic. Additionally, you can also toggle displaying the
minimum and maximum points for each series on the graph.

* Mouse over a data pointin the graph to view a tooltip displaying timestamp and size information
(e.g, time and rate, time and packet size, etc.).

* Anytime there is more data than can be displayed on the screen, a scroll bar appears below the
graph and allows you to view different points of time in the graph. (If the Time window is set to
Automatic, the scroll bar will never appear)

* Ifthe Time window is set to anything other than Automatic, a scroll bar appears below the graph
and allows you to view different points of time in the graph.

* View type: Select the type of statistics to display in the Timeline graph. You can select from:
*  Network Utilization (Mbits/s)
*  Network Utilization (Packets/s)
* Unicast/Multicast/Broadcast
* Packets sizes
e VLAN/MPLS
* Protocols (Mbits/s)
*  Protocols (Packets/s)
*  Applications (Mbits/s)
* Applications (Packets/s)
*  Call Quality
* Call vs. Network Utilization
*  Wireless Packets (Packets/s) (Capture Engine for Omnipeek (Windows) only)
*  Wireless Retries (Packets/s) (Capture Engine for Omnipeek (Windows) only)

Note To display statistics for a Call Quality and Call vs. Network Utilization view type, the VoIP Stats
option must be selected when you first create the capture and configure the General options of
the Capture Options dialog.

* Time window: Select the time interval to display in the Timeline graph. By default, Automatic is
selected to display the optimum window based on the available data. Intervals from 5 Minutes (1
Sec. Avg.) to 24 Hours (5 Min. Avg.) are also available.

Timeline dashboard
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* Forensic search: Click to display the Forensic Search dialog where you can adjust the forensic search
settings. Click the small down arrow next to Forensic Search to display custom or pre-configured
settings for performing a forensic search. You can change any option prior to clicking OK

Note

When configuring the Forensic Search dialog, keep in mind that forensic search performance can

be directly related to the number and type of options that you have enabled.

* Custom: Creates a Forensic Search window based on the customized settings that you configure.

* Overview. Creates a Forensic Search window based on settings that display an overview of the

selected data in the capture session.

* Packets: Creates a Forensic Search window containing a packets-only view.

* Expert Creates a Forensic Search window based on settings that are optimized for Expert

analysis.

* Voice & Video: Creates a Forensic Search window based on settings that are optimized for Voice &

Video analysis.

* Download Packets: Click to download the packets from the selected capture session, in the

selected time range.

* Refresh: Click to refresh the screen. For an active capture session, you can also set an automatic
refresh interval by selecting an interval from the drop-down list to the right of Refresh.

Network dashboard

The Network dashboard displays key statistics for the capture window.
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*  Network Utilization: This display graphs network traffic in Mbits/second. You can right-click inside the
display to drill-down to selected packets, or to select a Column, Skyline, Areaq, Line, or Line/Points

display.
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*  Wireless Signal: This display graphs wireless signal and/or noise strength (as a percentage) for the
wireless channel you are capturing on, or all channels you have configured the capture to scan. This
display is available only when a wireless adapter is selected as the capture adapter, or for a wireless
capture file. You can right-click inside the display to select the parameters to display. Hovering over a
channel will display a tooltip with additional channel information.

* Current Activity: This display shows network utilization (as a percent of capacity), traffic volume (in
packets per second), and error rate (total errors per second). You can right-click inside the display to
display values as numbers or as gauges, or to select an Automatic, Light, Dark, or Clean background
theme for the display.

* Events: This display shows the number of notifications generated by level of severity. You can right-click
inside the display to select an Automatic, Light, Dark, or Clean background theme for the display.
Clicking a severity icon navigates to the Events view and displays those events corresponding to the
severity clicked.

e Top Talkers by IP Address: This display shows a graph of top “talkers” on the network, broken out by
node. You can right-click inside the display to display top talkers by Physical Address, IP Address, IPv6
Address, or Country, or to select a Bar, Column, Pie or Donut display. Clicking a bar (or slice) of the
graph opens a Detail Statistics window populated with details for the node clicked.

Note This feature is automatically enabled for Capture Engine captures based on the Monitoring
Capture template. Top talkers are displayed as Not Available for Capture Engine captures using
the Forensic Capture template. See Forensics capture on a Capture Engine on page 54 and
Monitoring capture on a Capture Engine on page 55.

* Top Applications: This display shows a graph of top applications on the network. You can right-click
inside the display to toggle the display with the Top Protocols display, or to select a Bar, Column, Pie or
Donut display. Mouse over a bar (or slice) of the graph to view a tooltip with additional details for the
application. Clicking a bar (or slice) of the graph opens a Detail Statistics window populated with details
for the application clicked.

* Top Protocols: This display shows a graph of top protocols on the network. You can right-click inside
the display to toggle the display with the Top Applications display, or to select a Bar, Column, Pie or
Donut display. Mouse over a bar (or slice) of the graph to view a tooltip with additional details for the
protocol. Clicking a bar (or slice) of the graph opens a Detail Statistics window populated with details
for the protocol clicked.

Tip Several of the displays inside the Network dashboard support tooltips. Hover over the display to
view a tooltip with additional information.

You can also access additional options for viewing each display by clicking the small arrow in
the upper left corner of each display, or by right-clicking inside each display.

Applications dashboard

The Applications dashboard displays key statistics for applications in the capture window. This application
visibility provides insight into user behavior and traffic patterns on the network at certain times of day,
week, month, or year. It helps the analysts to better understand who is going to what web sites and using
which applications when.
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Top Applications by Flows: This display shows a graph of top applications by flow count. Clicking any
application in this display lets you drill-down to that application in the Expert Applications view. You can
right-click inside the display to select a Bar, Column, Pie or Donut display; select Auto Scale or Fixed
Scale; or to select an Automatic, Light, Dark, or Clean background theme for the display.

Top Applications by Bytes: This display shows a graph of top applications by bytes. You can right-click
inside the display to toggle the display with the Top Protocols by Bytes display; select a Bar, Column,
Pie or Donut display; select Auto Scale or Fixed Scale; or to select an Automatic, Light, Dark, or Clean
background theme for the display. Mouse over a bar (or slice) of the graph to view a tooltip with
additional details for the application. Clicking a bar (or slice) of the graph opens a Detail Statistics
window populated with details for the application clicked.

Top Protocols by Bytes: This display shows a graph of top protocols by bytes. You can right-click inside
the display to toggle the display with the Top Applications by Bytes display; select a Bar, Column, Pie or
Donut display; select Auto Scale or Fixed Scale; or select an Automattic, Light, Dark, or Clean
background theme for the display. Mouse over a bar (or slice) of the graph to view a tooltip with
additional details for the protocol. Clicking a bar (or slice) of the graph opens a Detail Statistics window
populated with details for the protocol clicked.

Top Application Categories by Bytes: This display shows a graph of top application categories by bytes.
You can right-click inside the display to select a Bar, Column, Pie or Donut display; select Auto Scale or
Fixed Scale; or to select an Automatic, Light, Dark, or Clean background theme for the display. Mouse
over a bar (or slice) of the graph to view a tooltip with additional details for the application categories.

Application Utilization: This display shows the top applications by bits per second. You can right-click
inside the display to select a Stacked Column, Skyline, Stacked Skyline, Area, Stacked Areq, Line, or
Line/Points display; select whether the display is Linear or Logarithmic, show Min/Max values; or select
an Automatic, Light, Dark, or Clean background theme for the display. You can select an area of the
graph, right-click and choose Select Packets. Only packets available in the capture buffer will be
accessible for Select Packets.

Application Response Time: This display shows response time of the top applications by largest
response time. You can right-click inside the display to select a Skyline, Areq, Line, Line/Points or Points
display; select whether the display is Linear or Logarithmic; show Min/Max values; or select an
Automatic, Light, Dark, or Clean background theme for the display. You can select an area of the graph,
right-click and choose Select Packets. Only packets available in the capture buffer will be accessible for
Select Packets.

Applications dashboard
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Tip Several of the displays inside the Applications dashboard support tooltips. Hover over the
display to view a tooltip with additional information.

You can also access additional options for viewing each display by clicking the small arrow in
the upper left corner of each display, or by right-clicking inside each display.

Voice & Video dashboard

The Voice & Video dashboard provides a visual display of voice and video call summary, as well as useful
graphs and statistics to troubleshoot and analyze voice and video traffic.
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The parts of the Voice & Video dashboard are identified below.

* Call Summary: This display shows “Call Counter” information and “Closed Call Statistics” on voice and
video packet loss. In addition, the Call Summary displays the Max Call Time which is the point and time
when the maximum call limit was reached. The Max Call Time is displayed in red text and will
dynamically appear. You can right-click inside the display to select an Automatic, Light, Dark, or Clean
background theme for the display.

*  Call Quality Distribution: This display shows open and closed calls by quality based on MOS scores. You
can right-click inside the display to select a Bar, Column, Pie, or Donut display; or select an Automattic,
Light, Dark, or Clean background theme for the display.
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MOS scores are calculated for each media flow independently, and each call's quality is the lowest MOS
score of any of its associated media flows. Voice media is scored with MOS-CQ), video media with MOS-
V, and audio media with MOS-A.

The quality thresholds are as follows:

* <2.6 =Bad (displayed in Red)

* >=2.6t0 <31 =Poor (displayed in Orange)
*  >=3]1to <3.6 = Fair (displayed in Yellow)

e >=3.6=Cood (displayed in Creen)

Media flows with unsupported codecs are not included in the display since we cannot obtain MOS
values for these calls. Additionally, the display reflects that same data present in the Calls and Media
views, and therefore is affected by the 2000 call limit.

Call Quality. This display shows call quality over time for calls classified as good, fair, poor, bad, and
unknown. You can right-click inside the display to select a Stacked Column, Skyline, Stacked Skyline,
Area, Stacked Area, Line, Line/Points, or Points display; show Min/Max values; or select an Automatic,
Light, Dark, or Clean background theme for the display. You can also select an area of the Call Quality
graph, right-click and choose Select Packets.

Call Quality by Codec: This display shows a line graph of the quality for each codec in use over time.
You can right-click inside the display to select a Line, Line/Points, or Points display; show Min/Max
values; or select an Automatic, Light, Dark, or Clean background theme for the display. You can also
select an area of the Call Quality graph, right-click and choose Select Packets.

MQOS scores are used for the quality measurement. Voice media shall be scored with MOS-CQ), video
media with MOS-V, and audio media with MOS-A.

The quality for a time period shall be the average of the MOS scores for all open media flows for that
time period. In addition, this graph will only display MOS scores for supported codecs as unsupported
codecs do not provide MOS measurements.

Call Volume by Codec: This display shows a graph of open calls (per codec) over time for voice and
video calls. This graph reflects all calls from the Calls and Media view, and unlike the other graphs in the
dashboard, the Call Volume graph includes data for calls using unsupported codecs. You can right-click
inside the display to select a Stacked Column, Skyline, Stacked Skyline, Area, Stacked Areaq, Line, Line/
Points, or Points display; show Min/Max values; or select an Automatic, Light, Dark, or Clean
background theme for the display. You can also select an area of the Call Volume graph, right-click and
choose Select Packets.

Call Utilization: This display shows a graph of overall network utilization compared to network
utilization by VolIP protocols. You can right-click inside the display to select a Skyline, Areaq, Line, or
Line/Points display; select whether the display is Linear or Logarithmic, show Min/Max values; or select
an Automatic, Light, Dark, or Clean background theme for the display. You can also select an area of
the Call Utilization graph, right-click and choose Select Packets.

This graph displays two legends: Network Utilization and Call Utilization. Utilization values are
displayed in Mbits/second. The VolP utilization shall be the total utilization for all VoIP packets (i.e,
signaling, media RTP/RTCP, and unsupported codecs).

Tip Several of the displays inside the Voice & Video dashboard support tooltips. Hover over the
display to view a tooltip with additional information.

You can also access additional options for viewing each display by clicking the small arrow in
the upper left corner of each display, or by right-clicking inside each display.

Voice & Video dashboard
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Compass dashboard

The Compass dashboard is an interactive forensics dashboard that displays network utilization over time
including event, protocol, flow, node, channel, WLAN, VLAN, data rate, application, and country statistics.
These statistics are displayed in selectable Data Source widgets which can be viewed from a real-time cap-
ture or from a single supported capture file.
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Data

Source Widgets

The parts of the Compass dashboard are described below.

* Network Utilization Graph: Displays two interactive timeline graphs that allow you to select and display
a range of data. See Network utilization graph on page 39.

* Data Source Widgets: Displays enabled statistics widgets (events, protocols, flows, nodes, channels,
WLAN, VLAN, data rates, applications, and countries). See Network utilization graph on page 39 and

Data Source widgets on page 44.

Tip You can use the orange horizontal splitter located between the network utilization graph and
the Data Source widgets to resize the displays.

Network utilization graph

The network utilization graph in the Compass dashboard consists of two interactive timeline graphs that
allow you to view a specific area of interest. The top (larger) graph displays utilization over a selected time
range, while the bottom graph displays utilization over the total time period. You will need to drag and
select a time range in the top graph in order to display the bottom graph.

You can zoom into or out of the selected time range so that granularity is in milliseconds, seconds, minutes,
hours, or days (initially the time range adjusts accordingly depending on how large of a capture needs to be
displayed) by using the Zoom In and Zeom Out controls (not available in real-time captures).
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As you change the selected time range, the Data Source widgets will update accordingly to reflect the new
period. See Compass dashboard viewing tips on page 46 for additional information on using your mouse to

navigate inside the network utilization graph.

Tip For best results, it is recommended to zoom in on a selected time range until you can see the

details of the area of interest.
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The parts of the network utilization graph are described below:

Top graph: Displays network utilization as a line, scatter, bar, or area graph over a selected time range.
Drag left or right inside the graph to select and display a specific time range (you can also use the
bottom graph to select the time range). The selected data is then reflected in the bottom graph and
also in the Data Source widgets at the bottom.

Bottom graph: Displays network utilization as a line graph over the total time period. The bottom graph
is always displayed if the top graph is not at full select, and always hidden if the top graph is at full
select.

Use both the slider controls and time window selection controls to select a specific time range. The
data for the selected time range is then reflected in the top graph and also in the Data Source widgets
at the bottom.

Overall Time Range: Displays the overall time range, from start date and time to stop date and time, of
the trace file, capture, or forensic search.

Report (Omnipeek only) Saves the data currently displayed inside the Compass dashboard to an HTML
report that can be viewed from inside a browser window, to multiple CSV files, or to a PDF file.

Select Related. Filters packets related to selected items from the Data Source widget and from the time
range currently selected in the network utilization graph. You will need to also select between AND or
OR filtering logic when using Select Related (multiple items selected within the same Data Source

widget will always use OR logic since AND logic will always nullify the entire expression, but items from
different Data widgets will use the selected filtering logic). See also Select related packets on page 47.

Save as a Template: Saves the contents of the current Compass display as a template so that it can be
used again with other data sets. The type of widgets displayed, the location of the widgets, and the size
of the widgets are retained in the template. You can select saved templates by clicking Select Data
Source.
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Select Data Source: Enables/disables the Data Source widgets displayed inside the Compass
dashboard. If any Compass templates have been saved, you can select them from here.

Each Data Source widget displays statistics appropriate to the selected data source and for the selected
time range in the network utilization graph. The widget can be viewed as a List or Bar chart. See also
Data Source widgets on page 44.

The available Data Source widgets include:
* Expert Events

* Protocols

*  Flows

*  Nodes

* Channels

*  WLAN

* VLAN

* Data Rates

*  Applications

* Countries

Note For wired captures, the following Data Source widgets are not available: Channels, WLAN, and
Data Rates. For wireless captures, the VLAN Data Source widget is not available.

Aggregate Data: Allows you to display the Y axis in the top and bottom graphs, Data Source widgets,
and legend as an aggregate of average, total, or maximum values:

* Average: In the top and bottom graphs, the average value for each time interval is graphed. In the
various Data Source widgets, the average value for the statistic over the selected time range is
graphed. If Bits, Bytes, Mbits, Gbits, Packets, or Retransmission Rate is the selected unit type, then
average calculations include non-values; otherwise, non-values are not included in the calculations.
Average calculations for Bits, Bytes, Mbits, Gbits, Packets, Signal Strength %, Noise Level %, and
Expert Events are rounded to the nearest whole number.

* Total In the top and bottom graphs, the total value for each time interval is graphed. In the various
Data Source widgets, the total value for the statistic over the selected time range is graphed. If 2-
Way Latency, Response Time, Signal Strength %, Signal Strength dBm, Noise Level %, Noise Level
dBm, SNR, or Data Rate is the selected unit type, then Total values are unavailable.

*  Maximum: In the top and bottom graphs, the maximum value for each time interval is graphed. In
the various Data Source widgets, the maximum value for the statistic over the selected time range is
graphed.

Units: Allows you to set the unit type in the Y axis of the top and bottom graphs, Data Source widgets,
and legend. Depending on the packet type and how they are aggregated, the available unit types
include:

* Bits Displays byte count in bits.

* Bytes Displays byte countin bytes.
* Mbits. Displays byte count in Mbits.
* Gbits. Displays byte count in Gbits.

*  Packets. Displays the packet count.

* 2-Way Latency. Displays 2-way latency. 2-way latency is the delta time between a request from the
client, and a response from the server.
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* Response Time. Displays response time. Response time is the delta time between a request packet
from the client, and a response packet with data from the server.

* Signal Strength % (Wireless traffic only). Displays signal strength of the wireless data transmission,
expressed as a percentage.

* Signal Strength dBm (Wireless traffic only). Displays signal strength of the wireless data
transmission, expressed in dBm (decibel-milliWatts).

* Noise Level % (Wireless traffic only). Displays noise level reported of the wireless data transmission,
expressed as a percentage.

* Noise Level dBm (Wireless traffic only). Displays noise level reported of the wireless data
transmission, expressed in dBm (decibel milliWatts).

*  SNR(Wireless traffic only). Displays Signal to Noise Ratio (SNR) of the wireless data transmission.
Basically, it is a measure of signal strength relative to background noise.

* Data Rate (Wireless traffic only). Displays data rate of the wireless data transmission.

* Retransmission Rate (Wireless traffic only). Displays retransmission rate percentage of the wireless
data transmission.

* Expert Events. Displays the total number of Expert events. Only the Expert events whose Event type
severity button is enabled and are selected in the Expert Events Data Source widget are included in
the count. If no Expert events are selected in the Expert event view, then all events whose Event
type severity button is enabled are included.

Note Selectinga unittype of Mbits or Gbits, and also selecting an aggregate value of Average, displays
data in the graphs, Data Source widgets, and legend as a graph average, and not as the Average
Utilization (bit/s). To see the Average Utilization (bit/s), click the Summary view under Statistics
in the navigation pane of a capture window, and view the Network statistics.

Graph Type: Displays the top graph as a line, scatter, bar, or area graph.

TXRX Selection: Enables or disables graphing of both the inbound and outbound utilization values for
the selected statistics (except for flows). The outbound values appear as a slightly lighter color than the
inbound values in both the graphs view and legend. Inbound and outbound values are not available for
the 2-Way latency mode, Response Time mode, and Expert Events mode.

Uncheck All: Click to clear the check boxes of all the selected items in each of the Data Source widgets.
Reset. Click to reset the Network Utilization Graph to its original state as if it was fully selected.

Zoom In: For selected time ranges of a certain length, Zoom In (+ sign) is enabled and allows you to
zoom into the selected time range so that you can increase granularity in milliseconds, seconds,
minutes, hours, and days. You can hover the mouse over Zoom In to display a tooltip that contains the
maximum time range that can be zoomed into. Selecting a time range less than or equal to it will
enable Zoom In. (See also Graph Interval below).

For example, if the graph is in seconds with a one second average, you can zoom into milliseconds with
a particular millisecond average; or, if the graph is in hours you can zoom into minutes. See the Craph
Interval table below for more information as to what the graph interval will be for a particular time.
Zoom In is not available in real-time capture mode.

Zoom Out. Zoom Out (- sign) brings you back out of the previous Zoom In selection. Zoom Qut is not
available in real-time capture mode.

Network utilization graph
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Graph Interval: Craph Interval is the amount of time for each data pointin the graph and is
automatically adjusted based on the duration of the selected time range. The Craph Interval is updated

according to the following chart:

Graph Interval
1 millisecond

50 milliseconds
250 milliseconds
500 milliseconds
1 second

5 seconds

15 seconds

30 seconds

1 minutes

5 minutes

15 minutes

30 minutes

1 hour

6 hours

12 hours

1 day

2 days

4 days
(doubles)...

Maximum Time Duration

1800 milliseconds

1.5 minutes

7.5 minutes

15 minutes

30 minutes

2.5 hours

7.5 hours

15 hours

1 day 6 hours

6 days 6 hours

2 weeks 4 days 18 hours
5 weeks 2 days 12 hours
10 weeks 5 days

64 weeks 2 days

128 weeks 4 days

357 weeks 1 day

514 weeks 2 days

1028 weeks 4 days
(doubles)...

Note The graph interval chart is also valid for determining the minimum and maximum ranges of

time that can be zoomed into when viewing capture files. See also Zoom In above.

Additionally, millisecond graph intervals are not automatic and only occur during Zoom In and
are not valid for live captures.

Event Markers: Indicates triggered Expert events in the selected time range. The event markers are color
coded to the Expert event severities displayed in the Expert Events Data Source widget.

Time Range: The time range indicator below the X axis of the top graph indicates the duration of the
currently selected time range. Use the arrow and slider controls to adjust the selected time range.

Time Window Selection Controls: The single arrow and double arrow selection controls allow you to
move the selected time range in the top and bottom graph left or right in one unit increments (single
arrows) or in increments of the entire selection (double arrows). The single arrow with a line selection
control allows you to move the selected time range in the top and bottom graph all the way to the left

or right.

Slider Controls. The two slider controls allow you to widen and narrow the selected time range in the
top and bottom graph. In a real-time capture, the slider controls work as follows:
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* Ifthe left and right sliders are pushed all the way to the left and right (respectively), new data is
displayed on the right as it becomes available, and old data on the left remains. Thus, the duration
of the selected time range continuously increases.

e Ifthe left and right sliders are not pushed all the way to the left and right (respectively), new data is
not displayed on the right as it becomes available, and old data on the left remains. Thus, the
duration of the selected time range is maintained.

* Ifthe leftslider is pushed all the way to the left but the right slider is not pushed all the way to the
right, new data is not displayed on the right as it becomes available, and old data on the left
remains. Thus, the duration of the selected time range is maintained.

* Ifthe leftslider is not pushed all the way to the left but the right slider is pushed all the way to the
right, new data is displayed on the right as it becomes available, and the old data is removed from
the left. Thus, the duration of the selected time range is maintained.

Tip You candragthe area between the slider controls left or right to select different parts of the top
and bottom graph.

* Legend: Displays a legend of the graphed items. The values in the legend are displayed as a total,
average, or maximum depending on what is selected in the Aggregate Data drop-down list. Click the
color boxes in the legend to show or hide entries from the graphs.

*  Pause/Play (real-time capture only). Toggles between updating and not updating the graphs in real
time.

Data Source widgets

The Data Source widgets display statistics for Expert Events, protocols, flows, nodes, channels, WLAN, VLAN,
data rates, applications, and countries. Each widget displays statistics appropriate to the selected data
source and for the selected time range in the network utilization graph. You can display these widgets in a
list view or bar chart.

The list view and bar chart are always in sync. Enabling an item in one of the widget will be reflected in all of
the other widgets. Using a Protocols Data Source widget as an example, the parts of a Data Source widgets
are described below.

Gripper -
PP List View
Ty e B
- ar Chart Close
‘ Statistics ‘
' Top Protocols: 11 = = X
Protocol # Description # Expert Events «
@ H1TP World Wide Web HTTP.. 3
° TCP Internet Transmission .. 3
° SIP Session Initiation Prot... 2
8 surp Simple Mail Transfer P, 2
DNS Domain Name System .. 1
FTP Ct File Transfer Protocol-.. 1
G711 G711 1
ICMP Dest Unreach Internet Control Messa.. 1
POP3 Post Office Protocol - .. 1
X-Windows X-Windows Server

Resize
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* Gripper. Allows you to drag the widget to a different location within the dashboard.

* Type: Displays the type of Data Source widget.

* Statistics: Displays the number of statistics over the selected time range within the top limit count.

* List View. Displays statistics in a list view.

* Bar Chart Displays statistics in a bar chart.

* Resize: Drag to resize the Data Source widget.
* C(Close: Click to disable the widget from the dashboard.

List view

In the list view, the columns appropriate for the statistic and unit selected are displayed. By default, only
the top 50 items are listed. This limit can be adjusted through the Compass options dialog.

:+ Top Protocols: 11

Protocol #
HTTP

TCP

SIP

SMTP

DNS

FTP Ct

G.711

ICMP Dest Unreach
POP3

X-Windows

Description #

World Wide Web HTTP_.

Internet Transmission ..
Session Initiation Prot...

Simple Mail Transfer P

Domain Name System ...

File Transfer Protocol -...

G711

Internet Control Messa...

Post Office Protocol - ..

X-Windows Server

In the list view, you can:

X

Expert Events

* Click a column header to sort in ascending or descending order.

* Use the check boxes to enable or disable graphing of a specific statistics in the network utilization
graph. Enabling a check box in the list view enables the same statistics in the top statistics bar chart.

Bar chart

The statistics bar chart displays the top 10 statistics, with all other statistics grouped as ‘Others!
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Gripper

List View
Ty 5} B
- rCh Other  Close
‘ Stat||st|cs ‘ ar Chart
' Top Protocols: 11 = = B other X
° TCP 3 I
B H1TP 3 I
° SIP r ]
° SMTP 2 I
DNS 1
ICMP Dest Unreach 1
POP3 1
FTP Ct 1 P
1

X-Windows FTP Ctl

Average Expert Events : 1

Average Expert Events

In the bar chart, you can:

* Click a check box in the bar chart to toggle the display of statistics in the network utilization graph.
Additionally, clicking a check box (except for Others) selects the check box of the same statistic in the
list view.

* Mouse over a bar to see details about a specific statistic.

* Select or clear the ‘Others’ check box to show or hide ‘Others’ from the bar chart.

Compass dashboard viewing tips

Here are some useful tips when viewing the Compass dashboard:
* Hovering over an Expert event marker displays the following event specifics in a tooltip:

* The date and time for the graph point where the Expert event(s) have occurred.

* Alist of Expert event types with the associated count of occurrences for that point in the graph.
* Ifthe unittype is set to Expert Events:

* The network utilization graph and Data Source widgets represent the Expert event severities that
are enabled.

* If no Expert events are selected in the Expert event views, the network utilization graph represents
all Expert events, and the Data Source widgets display all items that are associated with any Expert
event.

* Ifany Expert events are selected in the Expert event views, the network utilization graph represents
the selected events, and the Data Source widgets only display those items that are associated with
the selected Expert events.

*  You may only select a maximum combination of 10 statistical items (in the Data Source widgets) at one
time.

* Inthe statistics list views, you can sort selected items by clicking above the check box column. This
allows you to keep selected items together at either the top or bottom of the list views.
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Compass dashboard limitations

Here are some limitations when viewing the Compass dashboard:

A Compass dashboard has a limit of 1,000,000 statistic items (protocols, flows, nodes, channels, WLAN,
VLAN, data rates, applications) per second.

For real-time captures, the Compass dashboard shows only the latest four hours of data. Every 10
minutes after the four hour mark, Compass slices off the first 10 minutes of available data. This limit can
be adjusted through the Compass options dialog.

Compass expects to receive packets in ascending order—a packet received with a timestamp earlier
than the previous packet is discarded.

There must be at least 500MB of free disk space or Compass stops generating/saving statistic
information until enough disk space is made available.

Select related packets

You can use the ‘Select Related Packets' feature to filter selected items from the Data Source widgets and
network utilization graph.

To select related packets:

1. Select one or more statistic items from the Data Source widgets, and adjust the time range currently
selected in the network utilization graph.

2. Click Select Related Packets at the top of the graphs and select the desired AND or OR logic. Packets
matching the selected statistic item are filtered and highlighted in the Packets view, and the Selection
Results dialog appears.

rSelection Results li—:?-r

661 packets selected.
% Highlight selected packets
% Hide selected packets
2 Hide unselected packets
2 Copy selected packets to new window

2 Label selected packets Red -

{f Unhide packets using Unhide All Packets from the Edit menu or
= Ctrl+J from the keyboard

3. Click Highlight selected packets, Hide selected packets, Hide unselected packets, Copy selected packets to new

window, Or Label selected packets.

Note Selecting packets based on protocols will include child protocols in the protocol hierarchy.
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Viewing and Decoding Packets

Packets are the units of data carried on the network and the basis for all higher level network analysis. The
Packets view of a capture window is where you can view information about the individual packets transmit-
ted on your network. Capture windows also allow you to view the decoded packet contents, in raw, hexa-
decimal and ASCII format.

The packets view
4, Open a capture window and click the Packets view.
Start/Stop Capture
rree B [FEP=>)

i File Edit View Capture Send Tools Window Help

Buffer usage: 0% | | !
Packets filtered: 0 Filter state: 4= Accept all packets

|?'| Erter & filter expression here {use F1 for help) ‘[b |

D";:t':\:“fs SN [ N RSN [ R R A R

Applications Packet | Source Destination Flow ID BSSID Flags Channel Signal
Voice & Video
Compass
Capture
® Packets There are no items to show in this view.
Events
Notes
Filters
Expert
Clients/Servers
Flows
Applications
Web
Servers
Clients
Pages
Requests
Voice & Video  +
Calls
Media
Visuals
Peer Map
Graphs
Statistics
Summary
Nodes
Protocols
Applications
Countries
Wireless
WLAN
Channels
Signal
Roaming
Log
by Node
by AP < I ] L

Idle @ WiFi Adapter for Omnipeek_1 Packets: |0 Duration: |0:00:00

For Help, press F1

L

5. Click Start Capture. Packets begin populating the capture window.
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r B
42 Omnipeek lilﬂlg
i File Edit View Capture Tools Window Help
4 Capture 1 x I
Packets received: 8,458 Buffer usage: 2% | |
Packets filtered: 5,458 Filter state: 4= Accept all packets ‘%’
|?'| Enter & filter expression here {use F1 for help) ‘D|
D‘::tt:’r:’ds el EEElels Sl TN &R S A
applications Packet Source Destination Flow ID | BSSID Flags Channel Signal *
Vaice & Video 5 HPs4:38: EP15:01:01: # 1 7%
Compass 7 HRi6:e1: | FETE # 1 78%
Capture 3 EPls:el1: # 1 B5%
® Packets 9 HPs4:3s: # 1 37%
Events 1o EP16:01: # 1 70%
Notes 11 EP16:el: # 1 63%
Filters 12 Hjs4:38: # 1 37%
Expert 13 Epi6:e1: 3 1 73%
Clients/Servers 14 Hjis:01: ¥ 1 63%
Flows 15 HPs4:38: # 1 37%
Applications 16 #C 1
Web 17 EP16:01:01:5F:97:52 3 1 B3%
Servers 18 HP84:38:35:5F:97:52 B916:01:01:5F:97:52 CWA 1 23%
Clients 19 HP16:81:01:5F:97:52 3 1 B5%
Pages 20 HP84:38:35:5F:97:52 # 1 73%
Requests 21 EP29:DD:D2:7B:87:C8 EH9B:82:ED:82:A8:2D C+ 1 47%
Voice & Video i 22 # 1 23%
Calls 23 HP84:38:35:5F:197:52 3 1 34%
Media 24 EP16:01:81:5F:97:52 # 1 73%
Visuals 25 EP84:38:35:5F:197:52 B LannerElec:@6:14:34 B9 16:01:01:5F:97:52 WA 1 24%
Peer Map 26 HP16:81:81:5F:97:52 E984:38:35:5F:97:52 # 1 B5%
Graphs 27 HP84:38:35:5F:197:52 EP16:01:81:5F:97:52 3 1 34%
Statistics 28 EP16:81:81:5F:97:52 E984:38:35:5F:97:52 # 1 76%
Summary 29 HP84:38:35:5F:197:52 B LannerElec:@6:14:34 B9 16:01:01:5F:97:52 CwWA 1 23%
Nodes 38 HP16:81:081:5F:97:52 E84:38:35:5F:97:52 # 1 B3%
Protocols 31 EP84:38:35:5F:97:52 EP16:01:81:5F:97:52 3 1 70%
Applications 32 HJPDL:D6:49:03:08:2F EPBC:6A:AB: BF :A6: ED B916:01:01:5F:97:52 o 1 58%
Countries 33 EP16:01:81:5F:97:52 3 1 24%
Wireless 34 E¥Novatelwir:D1:33:80 EEPEthernet Broadcast EE70:04:FE:77:FB:3F *PC 1 5%
WLAN 35 HP16:91:01:5F:97:52 E$84:38:35:5F:97:52 3 1 B8%
Channels 36 HP16:81:81:5F:97:52 B cethernet Broadcast B916:01:01:5F:97:52 bl 1 78%
Signal 37 EPNovatelwWir:B9:CA:F7 EPEthernet Broadcast EPNovatelWir:B9:CAIFT *P 1 7
Roaming 38 HP84:38:35:5F:97:52 E916:01:81:5F:97:52 # 1 78%
Log 39 B9 18:84:89:75:9@:41 C+ 1 47%
by Node 48 E916:01:81:5F:97:52 3 1 24% _
by ap < = i BE— A\— - ) i

6. Right-click a column heading to hide or display available column headings.
. Right-click a packet row and select Insert into Name Table.... The Insert Name dialog appears.

7
8. Selecta Node typeicon to represent this packet. The Node type options let you choose an icon that will
appear in the Packet List, for example, Workstation, Server, Router, or Access Point.

The packet decode window

Network problems are revealed more quickly by looking at the detailed information contained in individ-
ual packets. Looking into the packets can help you troubleshoot your network, track down a security
breach, or examine protocol structure and compliance.

To view the decode of a packet:

1. Double-click a packet in the Packets view of a capture window. The Packet Decode window appears. The
decoded packet data is presented in byte order from top to bottom.
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43 Omnipeek

i File Edit View Capture Tools

Window Help
Aronn SRS SN PERGREN . BN BBINCIRY
q Start Page: Capturel Capture 1- Packet #1 x]
| [ [ N RS
IERRE2cket_Lnfol

@ Packet Number: 1

@ Flags: 0x88080820

@ Status: 9x20000000

@ Packet Length: 236

@ Timestamp: 14:18:85.51916798@ 18/84/20815

@ Data Rate: 22 11 ps

@ Channel: 1 2412MH

@ signal Level: 78%

@ signal dEm: -59

@ Noise Level: 15%

@ Noise dBm: -84

@ Expert: Wireless AP -
B Y 802.11 MAC Header

@ version:

@ Type:

@ Subtype:

= ¥ Frame Control Flags:

Window
Header

882.11n Capable

Decode ——

@

@

@

@ act
<
@ 80 08 B0 @@ FF FF FF FF FF FF 16 @1 81 S5F 97 52 16 @1 @1 S5F 97 52 E@ 4E CB 71 E@ E4 56 02 80
31 @@ 54 80 11 B4 60 9@ @1 B3 02 B4 @F 96 OC 12 13 24 03 @1 01 05 B4 80 01 B0 60 87 @6 55 53 20
62 @1 @6 1B 2A 81 @6 32 @4 30 45 6@ 6C 2D 1A 4C 10 1B FF FF 00 00 G2 80 00 B0 6O 00 02 B0 00 00
93 @6 G2 B0 08 B0 60 9@ 0@ B0 3D 16 Gl B3 0F G0 60 0O 0@ BO 0 00 GR B0 08 B0 GO0 0O 02 BO 00 00
124 @@ @0 36 14 B1 6@ 8@ OF AC 04 B1 6@ 8@ OF AC 04 @1 @@ 8@ OF AC @1 8@ @@ DD 13 6@ 5@ F2 02 81
155 @1 84 8@ @3 64 0@ 8@ 25 56 0@ 0@ 44 42 SE B0 652 42 2F 8@ DD 33 @@ OC E6 B0 04 05 00 80 08 81
186 @5 @@ BC E6 B3 41 3A 84 B4 01 B0 6@ 9@ @S B4 00 B4 @@ 8O 09 B3 77 6C DF E4 86 B2 60 80 0A B4
217 @1 @0 8@ @@ BE 04 85 @@ 8P 08 BC 63 8@ 28 B0 FS 72 22 D6

Hex

ASCII

Tip You can open individual Packet Decode windows for up to 10 packets at once. When multiple
packets are selected in the active Packet List, click Enter to open them all.

2. Click onthe - minus or + plus signs in the margin to collapse or expand the view of any header section.

*  Window header: Click Decode Previous or Decode Next at the top of the window to step through the

packets shown in the Packet List of the active capture window.

* Decode view: The body of the Decode view is laid out in the same order as it appears in the packet. A
quick glance at this section often reveals the source of trouble. Problems like a misconfigured
client, or incompatible versions of the same protocol from different vendors can be easily
understood when you can see and compare the packets themselves.

* Hexadecimal view: The Hex view at the bottom of the decode window shows the offset of the first
character in each line, the raw packet data in hex, and the ASCII version of raw packet data

3. Highlight an item in one part of the window. The same bytes of the packet are highlighted in all the
other views or panes as well. The highlight matches in the Decode, Hex, and ASCII panes.

Color coding is used to link the Decode view with the Hex view for both Hex and its ASCIl equivalent. The
Hex and ASCllviews are in turn linked to the color of the protocol shown in the Protocols column of the

Packet List.
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Toggle Orientation
|

-
42 Omnipeek

i File Edit View Capture

Tools

\cuw\x

Window  Help

Capture Engine: root (roof) - Capture 1 - Packet #725906680 x

B ¥ Packet Info

@ Packet Number:

@ Flags:

@ status:

@ Packet Length:

@ Timestamp:

= Y Ethernet Type 2
| Jestination:
B Source:
@ Protocol Type:

E Y IP Version 4 Header -

725986688

‘Bxoeoecese

‘Bxoeoecese

7e

14:11:44.844974484 16/11/2016

©808:38:48:83:51:32
ox@88@ Internet Pro
Internet Protocol Datagram

@ version:
@ Header Length:
B Y Diff. Services:

@
@ Total Length:
@ Identifier:

@
@
@ Fragment Offset:
@ Time To Live:
@ Protocol:
@ Header Checksum:
4§ Source IP Address:
¢ Dest. IP Address
5 % TFD - Teancnant ©
2 8
31 14 78 6F 27 @D D3
62 64 6B E9 BB 80 00

B ¥ Fragmentation Flags:

4 [14 Mask 8xF@]
5 (20 bytes) [14 Mask @xeF]
@x08 (DSCP:@x60000008 / ECN:0x00000000) [15]

DSCP: @@ee e0.. Defoult - (Ox00000808)
ECN: oo .. 80 Not-ECT - (8x60000000)
52 [16-17]

31601 [18-19]
%818 [28 Mask @xE@]
.. Reserved
Do Not Fragment

..8 Last Fragment
@ (o bytes) [20-21 Mask @x
5@ [22]
6 TCP - Tronsmission Control Protocol
@xB727 [24-25)
54.191.189.64 [25-29]

32 @6 B7 27 36 BF BD 4@ AC

8 83 51 32 @8 @@ 4
Bl 1 @1 83 @A D3 66 79 F3

E 8A B4 (8 87 AE

X0
dk...

I3

n

Highlights match:

T~Decode

+— Hex

=—ASCII

Tip Use Toggle Orientation in the toolbar to tile the Decode and Hex views vertically or horizontally.
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Creating Filters

Filters let you focus on specific traffic. If you want to check a problem between two particular devices, per-
haps a computer and a printer, address filters can capture just the traffic between these two devices. If you
are having a problem with a particular function on your network, a protocol filter allows you to focus on
traffic related to that particular function.

Filters work by testing packets against the criteria specified in the filter. Packets whose contents meet these
criteria match the filter. You can build filters to test for just about anything found in a packet: addresses,
protocols, sub-protocols, ports, error conditions, and more. Filters are so easy to create in that you can
often create a custom filter on-the-fly while analyzing suspect traffic on your network.

Note Filters created from a connected Capture Engine are available to that Capture Engine only. If
you are not connected to a Capture Engine and you create a filter, that filter is available for local

captures only.

Enabling a filter

In addition to the filters that you create, the Omnipeek and the Capture Engines include numerous pre-
defined filters. You can enable one or more filters when capturing or monitoring packets.

To enable filters when capturing packets:

4. Click the Filters view in a capture window.
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Reject Matching Start/Stop Capture
r A
42 Omnipeek (ot = [
i File Edit View Capture Tools Window Help
RN SRST RN  ENEREN BN _BBRCARY -
4 statPage, Captufel x|
Packets received: 0 Buffer usage: 0% | |
Packets filtered: 0 Filter state: 4= Accept all packet=s
|?'| Enter a filter expression hefe (use F1 for help) ‘D |
. :
Dashboards  |qfa| ¢ & | cainsert (4 s 3¢ | (| (3 - (g |
Network
-
applications Filter 4| Comment ol
Voice & Video > [ Infrastructure
Compass > ([ Security
Capture > ([ Wireless
Padkets > (] wireless Performance
Events 1 wireless Pol
Notes > [ Wireless Policy
 Filters > [ Wireless Security
Expert [] arP 1P address resolution protocol k
Clients/Servers [F] Authentication RADIUS, TACACS, Kerberos, or BOZ. 1% T
Flows [F] BitTorrent Peer-to-peer file sharing
Applications [ Broadcast Physical layer broadcasts
Web [ oHcp DHCP packets
Servers
i [C1DNs DNS packets
Clients
Pages D Error Error packets
Requests [E] Frame Relay LML Frame Relay management packets
Voice & Video EFre FTP data or contral packets m
Ccalls [EHTTR HTTP packets (Web)
Media [ 1cMp ICMP packets
Visuals IGMP 1GMP packets
Peer Map [ map IMAP packets (email)
Gr_apijs D Instant Messaging ACL, MSN, or Yahoo Messenger
Statistics
=k P4, ARP, or RARF packets
Summary
Nodes [ 1Pve 1Pv6 packets
Protocols [ LoAR Lightweight directory access protocol
Applications [ LLMNR Multicast Well-known multicast address for LLMMR {Link-Local Multicast Name Resolution)
Countries [7] mDNS Multicast ‘Well-known multicast address for mDNS {mulitcast DNS) it
4 [T |
Duration: | 0:00:00
S

5. Select

the filter or filters that you want to enable.

Note Fora Capture Engine, you will need to send your selections to the Capture Engine by clicking
the bar below the toolbar icons labeled Click here to send changes.

6. Click Start Capture to begin capturing packets. Any packets that match the filters that are enabled are
placed into the capture buffer.

Alternately, you can choose to place the packets that do not match the filter in the capture buffer by
clicking Reject Matching.

Creating filters with the make filter command

You can use the Make Filter command to easily create a filter based on the address, protocol, and port set-
tings of an existing packet, node, protocol, conversation, or packet decode.

To create a filter with the Make Filter command:

1. Right-click a packet, node, protocol, conversation, or packet decode item from one of the views
available in a capture window and choose Make Filter. The Insert Filter dialog appears with the Address,
Protocol, and Port settings already configured with the information from the packet that was selected.

2. Enter a new name in the Filter text box and make any additional changes.

3. Click OK The new filter is now available whenever a list of available filters is displayed.

4, To enable the new filter in your capture window, click the Filters view and select the check box of the
new filter. The filter is applied immediately, even if a capture is already under way.
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Creating a simple filter

You can create a simple filter by manually entering the parameters for the filter that you want to create.
Unlike creating a filter using the Make Filter command, you will have to manually define the parameters
(address, protocol, and port settings) for the filter you want to create.

Note Forinformation on creating more advanced filters, refer to the Omnipeek User Guide or online
help.

To create a simple filter by defining an address and protocol:
1. Do one of the following to open the Filters view:
* On the View menu, click Filters (filters for local captures only)

* C(lick the Filters view in an open capture window

* Click the Filters options from the Capture Engine Capture Options dialog

i File Edit View Capture Tools Window Help
Filter - | Comment nl

> ([ Infrastructure

> (] Security

> (] Wireless

> [ Wireless Performance

> [ Wireless Policy

> ] Wireless Security
*F ARP IF address resolution protocol
% Authentication RADIUS, TACACS, Kerberos, or B02.1X
‘\? BitTorrent Peer-to-peer file sharing
‘\? Broadcast Physical layer broadcasts
*F DHCP DHCP packets
¥ Dns DNS packets
? Error Error packets
? Frame Relay LML Frame Relay management packets
? FTP FTP data or control packets
% TR HTTP packets (Weh) E
% 1cMP ICMP packets
% v IGMP packets
% war IMAP packets (emall)
? Instant Messaging AOL, MSN, or Yahoo Messenger
? P IPv4, ARP, or RARP packets
T Pve IPV6 packets
‘\? LDAP Lightweight directory access protocol
‘\? LLMMR Multicast Well-known multicast address for LLMMR {Link-Local Multicast Mame Resolution)
‘\? mDNS Multicast Well-known multicast address for mDNS {mulitcast DNS)
‘\? Multicast Physical layer multicast packets
¥ NetBIOS NetBI0S packets
? Mo Private IP Addresses Reject IPv4 addresses in the ranges 10.0.0.0/8, 172.16.0.0/12, or 192.168.0.0/16
? Mo RDP Reject Microsoft Remote Desktop Protocol
? POP POP packets (email)
? Private [P Addresses IPv4 addresses in the ranges 10,0.0.0/8, 172.16.0.0/12, or 192,168.0.0/16
? RDF Microsoft Remote Desktop Protocol i
? Service Discovery Various service discovery protocols
*F svB SMB packets
*F svTP SMTP packets (Email)

L

2. Click Insert. The Insert Filter dialog appears.
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r A
Insert Filter IéJ
Filter: Color: E] Type:
Comment: [ ]
[] address filter
Address 1 Address 2
P
0.0.0.0 » 0.0.0.0 4
0.0.0.0 _ hnd 0.0.0.0
Both directions

@ Any address

[ Application/Protocol filter

hoose...

[ Port filter

Port 1 Port 2
TCP-UDP

4=

Both directions

@ Any part

[ New Capture ][ OK ] [ Cancel ] [ Help

3. Give your new filter a name.

4, Complete the address, protocol, or port setting information and click OK The new filter is now available
whenever a list of available filters is displayed.

5. To enable the new filter in your capture window, click the Filters view and select the check box of the
new filter. The filter is applied immediately, even if a capture is already under way.

Tip Click New Capture to create a new capture window that uses the filter that you are defining in
the Insert / Edit Filter dialog as the only enabled filter.
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Expert Troubleshooting

The Expert features in Omnipeek and the Capture Engines provide real-time analysis of response time,
throughput, and a wide variety of network events and potential problems in a flow-centered view of traffic
in a capture window. You can also link end-user satisfaction with the performance of a network application
through the Application Performance Index (Apdex), an open standard that defines methods for reporting
application performance. See Applications view on page 58.

The Expert EventFinder detects nearly 200 different network events and provides descriptions, possible
causes, and possible remedies organized by OSl layer. Depending on your version of the program, network
events specifically related to VoIP, Wireless, WAN, and user-defined Network Policy items are also shown.
See Using the EventFinder on page 57.

The Expert view window

The Expert Clients/Servers view makes it easy to track events and to see them in the context of peer-to-peer
or client-server traffic patterns.

To display events in the Expert Clients/Servers view:
1. Select Clients/Servers under Expert in the navigation bar of a capture window.

Pairs of nodes are displayed at the top level, individual conversations (flows) underneath them, and
individual events nested under each flow. Color coded traffic indicator lights show whether or not
packets were received in the last few seconds:

* green (active)

* light green (inactive)

Smaller LED lights appear to the right of the traffic indicators when an event has been detected:
* AredLED indicates one or more events whose severity is Major or Severe.

* Avyellow LED indicates one or more events whose severity is Informational or Minor,
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Expert views
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Expert tabs

2. Right-click in the upper pane to collapse or expand the hierarchy to display the most relevant
information. When expanded, Expert events are displayed by ports. Ports are shown with directional

arrows.

Tip

your network.

In the Expert Clients/Servers view, sorting by Events can help pinpoint potential problems on

Using the EventFinder

You can view more details about individual network events in the Expert EventFinder Settings dialog.

To open the Expert EventFinder Settings window:

1. Right-click in the Clients/Servers view and select Expand AllL

2. Select an individual expert event from the expanded Clients/Servers view.

3. Click EventFinder Settings. The Expert EventFinder Settings window appears with this expert event
highlighted, as shown below:
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Restore Selected Default Restore All User Defaults

Toagale All Set User Defaults ,
. ou . Threshold Assistant
Disable Al Import Settings
Enable Al Export Settings Setting Memory Usage
|
E)}pert EventFinder Settings | @
1
LE| bl % B
Event Severity Enable * e
T Value
> VoIP =
» Wireless 150 = | miliseconds
> Network Policy [}
> Client/Server
4 Application E
> Apdex |}
> DHCP Threshold Assistant
> DNS
> Orade Dialup—Internet LANFast LAN
4 POP3
POP3 Login Failed Major T
POP3 Server Returned Errar Major —
POP3 Slow Response Time |I‘4i'10r | 147 | MB U
> SMB/CIFS ) '
L CAEE 20,00
> 5QL o i ;
Mote: Settings that are saved take effect the next time you hide
packets, read a file, or immediately if you are capturing.

Note You can also right-click an event inside the Event Summary or Event Log tab and select

EventFinder Settings to display the Expert EventFinder Settings window.

event.

Click Show Info to see a complete description, possible causes, and possible remedies for this network

The Expert EventFinder Settings window also provides information on what sensitivity or setting value was
used to flag this event as significant. You can configure the value, threshold, and memory settings for

each individual expert event in the EventFinder window. You can also save these settings by exporting
them to a file and importing them later into another capture.

Applications view

The Expert Applications view categorizes each flow by application. Flows are grouped together by applica-
tion, providing a hierarchical view of the use of each application, first by server, then by client, and then by
port. This view allows you to see who is using each application on your network and how each application is
performing.

To display the Applications view:

Select Applications under Expert in the navigation bar of a capture window.
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r N
42 Omnipeek E‘E‘g

File

Edit View Capture Send Tools Window Help

4 W Capture1 x
Packets received: 83,712 Buffer usage: 25% |
Packets filtered: 53,712 Filter state: 4= Accept all packets
|?'| Enter a filter expression here (use F1 for help)
Flows 3 Flows recycled: 0 - .
Network Events detected: 2,835 Packets dfﬁfm 0 -1kl e S| 8
Applications Name Flows | Events Packets Bytes Duration | Avg Response Time
Voice & Video
Compass @550 1 3 8 816 0.057132
Capture 4 9®17.248.128.238 1 3 8 816 0.057132
Packets » ®910.233.104.194 1) 4 3 8 816 0.057132
Events 4 ®HTTP 1 A 1 5 450 0.012999
Notes 4 | ®17.253.23.208 1 4 1 5 450 0.012993
Filters b (®10,233.104.194 1 & 1 5 450 0.012999
Expert 4 eDNS 14 1 3 360 0.009401
gf;f"ser"ers 4 18216.136.95.2 1A 1 3 360 0.009401
| Applications > @172,22.24.33 1 4 1 3 360 0.009401
Web
Servers
Clients
Pages
Reguests
Voice & Video ]
Calls
Media
Visuals
Peer Map
Graphs
Statistics
Summary =
Nodes M petails”  Event summary | EventLog, | 4
Protocols Layer Event Count = First Time Last Time il
Applications Wireless Wireless - Too Many Physical Errors 562 10/17/2016 12:3%:41  10/17/2016 13:08:43
‘mi:gﬂ Wireless Wireless AP - Too Many Retries 416 10/17/2016 12:33:44  10/17/2016 13:08:17
VILAN Wireless Wireless Client - Physical Errors 287 10/17/2016 12:33:41  10/17/2016 13:08:14
Channels @ Wireless Wireless Client - Mo Response to Probe Request 286 10/17/2016 12:33:52  10/17/2016 13:06:58
Signal @ Wireless Wireless Duration Attack 237 10f17/2016 12:33:45  10/17/2016 13:08:13
Roaming Wireless Wireless AP - Physical Errors 233 10f17/2016 12:33:41  10/17/2016 13:08:12
Log @ Wireless Wireless Client - Probe Response Mot Accepted 222 10f17/2016 12:33:47  10/17/2016 13:08:23
EV :gde @ Wireless Wireless Channel Qverlap 181  10f17/2016 12: 10/17/2016 13:08:
¥ \ ala . -

Applications view 59



Multi-Segment Analysis

About Multi-Segment Analysis

Multi-Segment Analysis (MSA) in Omnipeek allows you to quickly and easily locate, visualize, and analyze
one or more flows as they traverse several capture points on your network from end-to-end. MSA provides
visibility and analysis of application flows across multiple network segments, including network delay,
packet loss, and retransmissions.

MSA can quickly pinpoint problems and their root causes across multiple segments, bring problematic
flows together, and create an analysis session, report anomalies, and provide graphical visualization of mul-
tiple segments across the network.

An easy to use MSA wizard allows you to create MSA projects from either multiple Capture Engines located
on your network, or from multiple existing capture packet files. Additionally, MSA projects can be created
by right-clicking various views from the navigation pane of a capture window.

Important! The time it takes for Omnipeek to build and display an MSA project is dependent on the
number of segments, the number of flows, and the number of packets in each flow. MSA
includes a limit of 100,000 packets per flow (modifiable from Multi-Segment Analysis Options),
but there is no hard limit to the number of segments or flows that can be included in a project.
Be selective when choosing data for your MSA projects. If you find that an MSA project is taking
too long to build, you can cancel out and reduce your data set.

In order to facilitate the creation of MSA projects based on forensic searches, the following best practices
are suggested:

* Each Capture Engine should have a unique name. This can be done via the Capture Engine Manager, or
the Capture Engine Wizard.

* Make sure the time is accurate on all of the Capture Engines. If possible, configure the Capture Engine
to use an NTP server.

* Give each capture a unique name. For instance, name the captures based on the network segments.

*  Once an MSA project (msa file) has been created, you may want to save the packet files that were used
to create the MSA project for the following reasons:

* The packet files will be needed again if you want to add another segment to the MSA project.

*  You maywantto open a trace file related to a particular segment, to see different Omnipeek views,
such as the Packets or Flows view.

* It may be necessary to rebuild MSA projects to take advantage of new MSA features in future
versions of Omnipeek.

In addition, the following Capture Option settings must be enabled for MSA-based forensic searches:
* 'Capture to disk’

* Timeline Stats’ (on Classic Capture Engines only)
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Note MSA-based forensic searches require Timeline Stats. Classic Capture Engines support Timeline
Stats starting with version 6.8.

MSA project window

Once configured and created using the MSA wizard, an MSA project window is displayed as shown below.
The MSA project window consists of the following parts: Flow List, Flow Map, and Ladder.

Note When calculating the delay values for the flow map and ladder, MSA assumes that the client is
on the left, and the server is on the right. If you create MSA projects that include multiple flows,
all of the flows in the project should be initiated from the same direction. For example, flows
initiated by two nodes on the private side of a firewall would be suitable to include in a single
MSA project. Flows initiated by a node on the private side of a firewall, and flows initiated by a
node on the public side of a firewall would not be suitable to include in a single MSA project.

Flow List Analysis Options
| |
42 Omnipesk
i File Edit View Capture Tools Window Help
PO RRa T e IENGRE BN - BRCNRY -
4 Multi-Segment Analysis Project x b
Flows (1) < Analysis Options
Flow/Segment & Protocal Packets Packets Lost | Client Retransmi...  Server Retrans... Start
] 1D.4. 100.41:1134 <-> 172.20.203.5:80
wirsless HTTP e o 4 0 5/19/2012 16:22:42,476716
0.5 HTTP 17 2 4 0 5/19/2012 16:22:41,515703
172.20.128 HTTP 17 2 4 0 §/19/2012 16:22:41,530692
172.20.200 HTTP 17 2 4 0 5/19/2012 16:22:41,531184
172.20.202 HTTP 17 2 4 0 6/19/2012 16:22:41,526681
172.20.203 HTTP 17 2 4 0 6/19/2012 16:22:41,526843
< | [ »
Average Delay Time -
- 0.001485 S
om0 0000503 — 0000500 — 000071
wireless 2,1 10.5 1,2 172.20.128 172.20.200 “ ]
0.000564 0.000487 0.000500 0.000496
0.001050
Minimum Delay Time
J— 0 e
0000056 —___ ooooses vowsss— oo
wireless 2,1 105 1,2 172.20.128 b 172.20.200 “ ]
0.000359 0.000487 0.000497 0.000491
0.000451
Maximum Delay Time
S — 0.002026 — ]
__——ogmes 0000508 vowsth—__ vawsoi—
wireless 2,1 10.5 172.20.200
« I I I v
4 Flow Map b

Flow Map Ladder

Flow list

The flow list displays a hierarchical list of flows for each capture source, including relevant information for
each flow (client/server addresses and ports, protocols, packet counts, etc) The flow list is hierarchical, with
flows at the top level, and capture segments listed below the flow. Each capture segmentincludes statistics

for that flow. Selecting the check box next to a flow displays that flow in the flow map and ladder diagram
below.
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Note For any MSA project that has multiple flows, only one flow at a time can be selected in the flow
list. The flow that is selected is displayed in the flow map and ladder diagram.

Flow List
. |
42 Omnipesk
i File Edit View Capture Tools Window Help
oA ana T e ERGRE BN - ENCNRY -
q Multi-Segment Analysis Project x b
Flows (1) .- Analysis Options
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4 [7]10.4.100.41: 1134 <-> 172.20.203.5:80
wirgless HTTP 13 o 4 0 6/13/2012 16:22:42,476716
10.5 HTTP 17 2 4 0 6/13/2012 16:22:41.515703
172.20.128 HTTP 7 2 4 0 §/19/2012 16:22:41.530692
172.20.200 HTTP 7 2 4 0 6/13/2012 16:22:41.531184
172.20.202 HTTP 7 2 4 0 6/13/2012 16:22:41.526681
172.20.203 HTTP 17 2 4 0 6/19/2012 16:22:41.526843
T LLiJ | F
Average Delay Time -
P — 0.001485 — |
om0 0000503 — - 0.000500 — 0000721
wireless 2,1 10.5 1,2 172.20.128 172.20.200 b f
0.000564 0.000487 0.000500 0.000496
0.001050
Minimum Delay Time
I 0.000944 N
0000056 —___ 0000488 0000488 0000485
wireless 2,1 10.5 1,2 172.20.128 172.20.200 o 1
0.000359 0.000487 0.000487 0.000491
0.000451
Maximum Delay Time
- 0.002026 — |
oo 0000508 ___ 0000504 0001501
wireless 2,1 10.5 172.20.128 172.20.200
« 0 i ] v
4 . FlowMsp | ladder | b

Column header. Displays the column headings currently selected. Right-click the column header to
enable/disable columns. Here are the available columns:

*  Flow/Segment. The name of the flow or segment.

* Client Addr. The address of the client for the flow.

* Client Port. The port on which the Client or Client Addr was communicating in the flow.

* Server Addr. The address of the Server or Server Addr for the flow.

* Server Port The port on which the Server or Server Addr was communicating in the flow.

* Protocol The protocol under which the packets in the flow were exchanged.

* Packets: The number of packets in the selected flow.

* Client Packets: The total number packets sent from the Client or Client Addr in the flow.

* Server Packets. The total number of packets sent from the Server or Server Addr in the flow.

* Packets Analyzed: The total number of packets in the flow that were analyzed by Omnipeek’s MSA
component. ‘Packets Analyzed' will be the same as ‘Packets, unless the number of packets in the
flow exceeds the packet limit, as configured in MSA options.

*  Packets Lost The number of packets missing in the segment. Packets which are identified as ‘lost’ in
a particular segment appeared in an least one other segment in the MSA project.
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* Client Packets Lost The number of packets lost in the client direction.

* Server Packets Lost. The number of packets lost in the server direction.

* C(Client Retransmissions: The number of TCP retransmissions sent by the client.

* Server Retransmissions: The number TCP retransmissions sent by the server.

* Start: The timestamp of the first packet in the flow.

* Finish: The timestamp of the final packet in the flow.

* Duration: The elapsed time, from the first to the last packet in the flow.

* TCP Status. Notes whether the TCP session is open or closed.

*  Columns..: Displays a dialog that lets you enable/disable and organize columns.

*  Show All Columns: Displays all available columns.

Flow map

The flow map displays a graphical representation of the segments of the selected flow. Each segment in the
flow is displayed from end-to-end (client on the left and the server on the right), along with timing statistics
(average delay, minimum delay, and maximum delay) between each segment. Additionally, the hop count
between each segment is also displayed (the little number inside the cloud between the segments).

Flow Map
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Flow map viewing tips

Here are some useful tips when viewing the data inside the flow map:

* Hover over segments names and clouds to view tooltips displaying more data.
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Press the Ctrl key and use your scroll wheel (Ctrl+Wheel) to change segment widths.
Arrows show the direction in which data flows.
The client and server arrows use the same colors as from Client/Server Colors (Tools > Options).

The number in the clouds are hop counts, as determined by the Time to Live (TTL) values within the
packets. If there is one number in the cloud, then both the client and server hops are the same. If there
are two numbers in the cloud, then the client and server hops are different, indicating that the client
and server paths are different. If there are multiple paths in one direction, no hop count is displayed for
this direction. Hop counts greater than one are displayed in red. The TTL of each packet can be
displayed in the Ladder diagram.

Ladder

The

ladder diagram displays the flow of packets amongst the segments represented by the capture sources,

along with information such as timing.
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Ladder viewing tips

Here are some useful tips when viewing the data inside the ladder diagram:

Hover over packet boxes to view tooltips displaying more data.

Arrows show the direction in which data flows.

Green boxes are the packets that open the flow (SYN and SYN-ACK).
Black boxes are packets with non-zero payload (packets that carry data).

Gray boxes are packets that have zero payload (probably just ACK packets).
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* Red boxes are packets that close the connection (FIN or RST).

* Right-click inside the diagram to show/hide additional statistics, or to adjust the time scale of the
ladder.

* The following keyboard/scroll wheel shortcuts are available from the ladder display:
*  Wheel+Ctrl: Changes the time scale.
*  Wheel+Ctrl+Shift: Zoom the time scale.
*  Wheel+Ctrl+Shift+Alt: Change the segment width.
e Ctrl+Alt+Shift+F9: Save ladder display to text.

Creating an MSA project

To create an MSA project, you must use the MSA wizard. The MSA wizard guides you through the creation of
an MSA project, and includes steps for setting up the project parameters and ultimately, displaying the MSA
project window. There are multiple ways to start the MSA wizard. Additionally, depending on which way you
start the wizard, there are multiple entry points to the MSA wizard. You can start the MSA wizard in the fol-
lowing ways:

*  From the File menu, choose New Multi-Segment Analysis Project... The MSA wizard appears, and prompts
you to create an MSA project by either searching for packets on remote engines, or using packet files:

* Searching for packets on remote engines: Select this option and the MSA wizard first guides you
through choosing a time range to search, and a filter to apply (making a filter for IP/port pairs is
recommended, though any filter supported by Omnipeek will work). Additional wizard screens
guide you through choosing which Capture Engines and which capture sessions per Capture Engine
you wish to search against.

Finally, the wizard performs the search, and the relevant packets are downloaded to Omnipeek for
analysis. From there, it works the same way it does for doing multi-segment analysis from files,
except that the files are already entered for you (they're the files downloaded from the Capture
Engines). You can reorder the segments, rename the segments, change the time offsets, and save
the output to an .msa file.

* Use packet files: Select this option and the MSA wizard guides you through choosing which files to
use (one file per segment), and the time offsets between them. You can also name each segment,
and reorder them. Then you can save the resulting project to an .msa file, which can be reloaded
later. The .msa file contains all the analysis, so you don't have to do any of this setup again.

* From the Packets view in the navigation pane: Right-click one or more packets and choose Multi-Segment
Analysis... The MSA wizard appears and guides you through the creation of the MSA project, beginning
with choosing a time range to search, and a filter to apply.

* From any of the Expert views (Clients/Servers, Flows, and Applications) in the navigation pane: Right-click
one or more flows and choose Multi-Segment Analysis... The MSA wizard appears and guides you through
the creation of the MSA project, beginning with choosing a time range to search, and a filter to apply.
The Multi-Segment Analysis... option only appears for IPv4 TCP flows. MSA does not support UDP or IPv6
flows.

* From any of the Web views (Servers, Clients, Pages, and Requests) in the navigation pane: Right-click one or
more servers, clients, pages, or requests and choose Multi-Segment Analysis... The MSA wizard appears
and guides you through the creation of the MSA project, beginning with choosing a time range to
search, and a filter to apply.

* From the Nodes and Protocols views in the navigation pane: Right-click one or more nodes or protocols
and choose Multi-Segment Analysis... The MSA wizard appears and guides you through the creation of the
MSA project, beginning with choosing a time range to search, and a filter to apply.

Important! The time it takes for Omnipeek to build and display an MSA project is dependent on the
number of segments, the number of flows, and the number of packets in each flow. MSA
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includes a limit of 100,000 packets per flow (modifiable from Multi-Segment Analysis Options),
but there is no hard limit to the number of segments or flows that can be included in a project.
Be selective when choosing data for your MSA projects. If you find that an MSA project is taking
too long to build, you can cancel out and reduce your data set.

Using the MSA wizard

The MSA wizard guides you through the creation of an MSA project. You can access the MSA wizard in
numerous ways as described in Creating an MSA project on page 65. This section describes the various

screens of the MSA wizard.

Create a new multi-segment analysis project

The Create a new Multi-Segment Analysis project dialog of the MSA wizard is available by choosing File > New
Multi-Segment Analysis... The dialog lets you create a new multi-segment analysis project from scratch.

-
New Multi-Segment Analysis Project

Create a new Multi-Segment
Analysis project

(@ Search for packets on remote engines

() Use packet files

< Back [ Next > J [ Cancel ] [ Help

)

* Search for packets on remote engines: Select this option to create an MSA project based on packets

obtained from one or more Capture Engines.

* Use packet files: Select this option to create an MSA project based on one or more packet files.

Time range & filter
The Time Range & Filter dialog of the MSA wizard lets you choose a time range and filter to apply to your

search.

-
New Multi-Segment Analysis Project

Time Range & Filter
Choose the time range and filter for the search.

,1? Filter

E
]

'@ Time Range

Start time: [/ 4/2016 [~  11:00:18

No Filter

+- 10 = | seconds

End ime: 10/ 5/2016 [~ 11:47:18

Duration: 1d 0:47:00.000000000

[ < Back. ][ MNext > J[ Cancel ] [ Help

)

* Start time: Select or enter the start date and time of the range you wish to search.
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* Endtime: Select or enter the end date and time of the range you wish to search.

* +/-seconds:Select or enter the number of seconds to add to the search both before the start time and
after the end time.

*  Duration: Displays the amount of time between the start and end time specified.
* Filter. Displays any filters currently defined for the search.

* Edit Click to display the Edit Filter dialog, where you can define simple and advanced filters based on
any combination of addresses, protocols, and ports. A packet must match all of the conditions specified
in order to match the filter.

* (Clear Click to remove any filters currently defined for the search.

Engines

The Engines dialog displays the groups and Capture Engines currently listed in the Omnipeek Capture
Engines window. If you had selected the option to Search for packets on remote engines earlier in the MSA
wizard, the Engines dialog appears after clicking Next in the Time Range & Filter dialog of the MSA wizard.

New Multi-Segment Analysis Project

Engines
Choose engines to search.

[¥] 43 capture Engine
[¥][4) Capture Engine
[¥][4 Capture Engine
[¥]/43 Capture Engine

Enable all Disable all

[ < Back ][ Next = ][ Cancel ] [ Help ]

* Select the check box of the Capture Engines you want to search in your MSA project. If you are not
already connected to the Capture Engine, you are first prompted to connect to the Capture Engine by
entering domain, username, and password information.

* Enable all: Click this option to select the check box of all groups and Capture Engine displayed in the
dialog.

* Disable all: Click this option to clear the check boxes of all groups and Capture Engines displayed in
the dialog.

Capture sessions

The Capture Sessions dialog displays the capture sessions found in each of the of the selected Capture
Engines. If you had selected the option to Search for packets on remote engines earlier in the MSA wizard,
the Capture Sessions dialog appears after clicking Next in the Engines dialog of the MSA wizard. A separate
*wpz file is created for each capture session selected, and each file represents a different network segment.
When performing multi-segment analysis, Omnipeek uses *wpz files to build the MSA project.
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-
New Multi-Segment Analysis Project
Capture Sessions
Choose capture sessions and dick Next to start the search. Each capture session
will create a separate file to represent a different network segment.,
Engine Capture Session Data Start Time | Data End Time Adapter  *
4 {4 Capture Engine
Everything 10/4/2016 20:18:36 10/7/2015 14:28:14 10G-2P (Hi _
4 .'i}c,apture Engine
iMo results were found,
4 .i}Capture Engine
No results were found.
4 | |53 Caoture Engine A
4 1 2
Enable all Disable &l
|Z) Download files to:
C:\Users\Documents - E
[ < Back ][ Next > ] [ Cancel ] [ Help ]

* Column header. Displays the column headings currently selected. Right-click the column header to
enable/disable columns. Here are the available columns:

Engine/Capture Session: The capture sessions available from the Capture Engines selected earlier.
Select the check box of the capture sessions you want to search in your MSA project. Capture
Engine captures that have both ‘Capture to disk' and 'Timeline Stats' enabled in the capture
options, and all TimelLine network recorder captures that have ‘Capture to disk enabled in the
capture options, appear in the Capture Sessions screen. (MSA-based forensic searches require
‘Timeline Stats!)

Session Start Time: The start time of the capture.

Data Start Time: The start time of when data first appeared in the capture.
Data End Time: The end time of when data last appeared in the capture.
Size: The size (in MB) of the capture session.

Packets: The number of packets in the capture session.

Packets Dropped: The number of dropped packets in the capture session.
Media: The media type of the capture session.

Adapter. The name of the adapter used for the capture session.

Adapter Address. The address of the adapter used for the capture session.
Link Speed: The link speed of the adapter used for the capture session.

Owner. The owner name of the adapter used for the capture session.

* Enable all: Click this option to select the check box of all Capture Engine and capture sessions
displayed in the dialog.

* Disable all: Click this option to clear the check box of all Capture Engine and capture sessions
displayed in the dialog.

* Download files: Choose the location of where to save the *wpz files created for each of the selected
capture sessions.

Progress

The Progress dialog displays the status for saving *wpz files used for multi-segment analysis. If you had
selected the option to Search for packets on remote engines earlier in the MSA wizard, this dialog appears
after clicking Next in the Capture Sessions dialog of the MSA wizard.

Progress
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New Multi-Segment Analysis Project

Search and Download Progress

Click Mext to continue after searches have completed.

Capture Engine - root (root) - Capture 1
10.4.2,53:6367

Saving

Capture Engine - root (root) - Capture 2
10.4.2.53 ;

Complete

Each entry in the dialog lists the following:

The progress status messages are as follows:

Capture Engine and capture session name

Capture Engine IP address and port

Current status for each file

Search Progress: Progress of the forensic search, based on the time range and filter specified in the

Wizard

Saving: Search results are saved as a .wpz file on the engine
Deleting Search: The forensic search is deleted on the engine
Download Progress. The .wpz file is downloaded to the Omnipeek computer

Deleting Remote File: The .wpzfile is deleted from the engine

Complete: The entire process is complete. Once you see Complete for all capture segments, click Next
to continue building the MSA project

Tip You can cancel the progress of any one of the capture segments by right-clicking and selecting
Cancel. You can cancel any of the above stages, except for the Saving stage.

Segments

This Segments dialog lets you add supported capture files captured on separate network segments to your
MSA project. In order for the MSA analysis to display correctly in your flow maps and ladder diagrams, each
segment file must be properly ordered by the route taken from client to server (when displayed in the flow
map and ladder, the client is on the left and the server is on the right). You can manually choose to arrange
the files in the dialog.

Tip If you do not manually arrange the files by the route taken from client to server, you can use the
auto-arrange feature available from the Analysis Options dialog. See MSA project analysis
options on page 71.

Note When calculating the delay values for the flow map and ladder, MSA assumes that the client is
on the left, and the server is on the right. If you create MSA projects that include multiple flows,
all of the flows in the project should be initiated from the same direction. For example, flows
initiated by two nodes on the private side of a firewall would be suitable to include in a single
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MSA project. Flows initiated by a node on the private side of a firewall, and flows initiated by a
node on the public side of a firewall would not be suitable to include in a single MSA project.

New Multi-Segment Analysis Project

Segments
Add files captured on separate network segments arranged by the route taken
by the packets from dient to server,

oRinsert o 3 | 4 -

Segment Name File

i1 Capture Engine -roo... C:\Usersirquilalang'Documents\Capture Engine_root {root) - Capts
2 Capture Engine -roo... C:\WUserslrquilslang\Documents\Capture Engine_root {root) - Captul

< . b

[ < Back ][ Next = ][ Cancel ] [ Help ]

* Insert Click to insert a new segment. You will be prompted to name the segment and select a
supported capture file.

* Edit Click to edit a selected segment. You can choose to rename the segment or choose another
supported file for the segment.

* Delete: Click to remove a selected segment.

*  Move Up: Click to move a selected segment up in the ordered list of segments. You can also press (Shift
or Ctr)+Up Arrow to move the segment up in the list

* Move Down: Click to move a selected segment down in the ordered list of segments. You can also press
(Shift or Ctrl)J+Down Arrow to move the segment down in the list.

* Column Header. Displays the column headings currently selected. Right-click the column header to
enable/disable columns. Here are the available columns:

* Segment Name: The name of the segment.

* File: The location and file name of the segment.

Edit segment
This dialog lets you edit a selected segment.

Edit Segment ﬁ

Mame: Capture Engine - root {root) - Capture 1

File: C:\Jsersirquilalang\Documents\Capture Engine_root E]

[ OK ][ Cancel ][ Help ]

* Name: Displays the name of the segment. Type a different name to rename the segment.

* File: Displays the location and name of the segment file.

Project file

This Project File dialog lets you save the MSA project file (* msa). Once saved, the MSA project window is dis-
played.

Note If your MSA project window is blank, more than likely you have either selected a flow that is not
supported by MSA (for example, UDP or IPv6), or it is a flow with fragmented packets.
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New Multi-Segment Analysis Project

Project File
Choose a name and location for the project file.

Project file:
C:\Jsers\Documents \Multi-Segment Analysis 8.msa E

[ < Back ][ Finish ][ Cancel ] [ Help ]

*  Project file: Displays the location and MSA project file name (*msa).

MSA project analysis options

Once you have created or opened an existing MSA project window, you can access the Multi-Segment Analy-
sis Options dialog to edit segment, synchronization, and limit options. Additionally, you can add notes for
the project.

To edit MSA options:
1. Click Analysis Options in the MSA project window. The Multi-Segment Analysis Options dialog appears.
rI\«‘Il.llti—Seg ment Analysis Options [lélf

Segments

Add files captured on separate network segments arranged by the route
taken by the packets from dlient to server.

cpnsert (# ¢ | {4 {F | Auto Arrange | Clear Manual Offsets
Segment Name Calc. Offset Manual Offset | Mapping Profile File i
1 wircless 0,000000 0,000000 MNAT Map - Y:\Development_\“a’\'\lil
2 10.5 0.961705 0.000000 (none)  Y:\Development_Wi
3 172.20.128 0.946216 0.000000 {none) ~ ¥:\Development Wi
4| [} +
Synchronization

(7) Disable auto-synchronization

@ Automatically calculate synchronization offsets
Limits

Limit the number of packets analyzed per flow to 100000 =

Hotes

* Access Point: Buffalo AG NH 802. 11N Dual Band, NAT enabled, DHCP off -
*WWireless ciient: Toshiba Laptop with a Linksys USE adapter, Ralink driver v1.4.0.18, IP address: 192.168.11.4 [

(statically assigned) B
*Wireless segment captured with OmniPeek, using Buffalo PCMCIA adapter with Marvell "TOPDOG 80211abgn™ =

oK ][ Cancel ][ Help ]

2. Complete the dialog:

* Insert. Click to insert a new segment. You will be prompted to name the segment and select a
supported capture file.

* Edit Click to edit a selected segment. You can choose to rename the segment or choose another
supported capture file.

* Delete: Click to remove a selected segment.
* Move Up: Click to move a selected segment up in the ordered list of segments.
* Move Down: Click to move a selected segment down in the ordered list of segments.

* AutoArrange: Click to arrange the segments in order from client to server based on the TTL values
in the packets. If you create MSA projects that include multiple flows, all of the flows in the project
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should be initiated from the same direction. If you create MSA projects that include NAT (Network
Address Translation) segments, apply a Mapping Profile before selecting Auto Arrange.

* Clear Manual Offsets: Click to set the manual offsets to zero.

* Column Header. Displays the column headings currently selected. Right-click the column header to
enable/disable columns. Here are the available columns:

*  Segment Name: The name of the segment.
* Calc. Offset The automatically calculated synchronization offset for the segment.

*  Manual Offset. The user-specified offset. A manual offset can be used instead of, or in addition
to, the automatically calculated offset.

* Total Offset The calculated offset plus the manual offset.

*  Mapping Profile: The mapping profile associated with the segment. A mapping profile can be
created to map private addresses/ports to public addresses/ports. See Creating a mapping
profile on page 72.

* File:The location and packet file on which the MSA segment information is based.
*  Columns..: Displays a dialog that lets you enable/disable and organize columns.
*  Show All Columns: Displays all available columns.
* Disable auto synchronization: Select this option to disable automatically calculating offset values.

* Automatically calculate synchronization offsets: Select this option to enable automatically
calculating synchronization offset values. All Capture Engines should be set to the correct time,
preferably through the use of an NTP server. But, even with the use of NTP servers, offsets may be
needed to adjust for slight timing inaccuracies across Capture Engines. Automatic calculation of
synchronization offsets is based on the TCP SYN and TCP SYN ACK packets. If a segment does not
contain the SYN and SYN ACK packets, there will be a dash () in the Calc. Offset field. If the MSA
project contains multiple flows, the automatic calculation of synchronization offsets is based on all
flows.

* Limits: Select this check box to enable the limit on the number of packets analyzed per flow, and
then enter or select the number of flows.

* Notes: Type any notes to append to the MSA project.
3. Click oK

Creating a mapping profile

A mapping profile is used to map private addresses/ports to public addresses/ports.

Note If your project includes a Network Address Translation (NAT) segment, the auto-arrange feature
should not be selected until you apply a mapping profile.

To create a mapping profile:

1. From the MSA project window, click Analysis Options to display the Multi-Segment Analysis Options
dialog.

2. C(Click inside the box in the Mapping Profile column for the desired segment. A popup menu appears.

3. Select New. The Mapping Profile dialog appears.
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Mapping Profile IéJ

Mame:  Untitled

cRnsert (4 3¢ | 3 ~ (g | Swap

There are no items to show in this view

[ OK ] [ Cancel ] [ Help ]

4, Complete the Mapping Profile dialog:
* Name: Type a name for the profile.
* Insert Click to display Address/Port Mapping dialog. Complete the dialog.

* Edit Click to edit a selected mapping. The Address/Port Mapping dialog appears. Complete the
dialog.

* Delete: Click to delete a selected mapping.
*  Import: Click to import an MSA mapping file (*xml).
e Export Click to export a mapping profile to an MSA mapping file (*xml).
*  Swap: Click to swap directions of a selected mapping.
5. Click OK
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Statistics Analysis

Omnipeek and the Capture Engines calculate a variety of key statistics in real time and present these statis-
tics in intuitive graphical displays. You can save, copy, print, or automatically generate periodic reports on
these statistics in a variety of formats. (Please refer to the Omnipeek User Guide or online help for informa-

tion on generating statistics reports.)

Capture window statistics

Omnipeek and Capture Engine capture windows provide the following statistics views: Summary, Nodes, Pro-
tocols, Applications, and Countries (and, when an 802.11 adapter is selected), WLAN, Channels, and Signal.

This section introduces the features in the Nodes and WLAN views of capture windows.

The Nodes view

Node statistics display real-time data organized by network node. You can view Node statistics in a hierar-
chical view or in a variety of flat views. Node statistics are available for the entire network and for a capture

window.

To view Node statistics for a capture window, select Nodes in the navigation pane of a capture window.

[ 4 Omnipeek [E=REEE =)
i File Edit View Capture Tools Window Help
T EEE Y B
4 . StatPage Packet Exampleswpz x b
Packets: 5,081 o5 9/4/2012 13:16:47.620241 - 9/4/2012 13:17:42,605236 Duration: 54.975995
Flows: 74
Fies: 35 @
Events: 236 & %0
Applications: 16 g gfg
1P Addresses: 50 000'
Couniess 14 13:16:47 13:16:53 13:16:59 13:17:05 131711 13ATAT 13:17:23 13:17:29 13:17:35 13:17:41
090 eo@ec - 00-080 - oP 0 - o0cco - PocoJDo0OSe -+ 200D
‘?v| Enter 2 filter expression here (use F1 for help) |D ‘
W;:tt:rs Nodes: 50 || P Tl FA B | T
Applications Node Country Total Bytes % - Total Bytes Packets Sen *
Voice & Video 1 172.20.120.101 ? Private Netwark 1,151,882 2,63
Compass i§ 172.20.120.15 2 Private Netwark 1,151,882 2,63
Capture i frd-as2s39.erols.com EE Unjted States 452,773 %
::;E; i 192.216.124.26 EE United States 385,296 %
Notes i john.sikstream.com EE United States 141,166 7
Expert id www.urbanlegends.com BE United States 140,451 15[
Clients/Servers 14 192.216.124.1 EE United States 101,612 27,
Flows 'J 205.227.189.62 EE United States 97,39 41
Applications i 192.216.124.48 B nited States 95,540 37
Web i 192.216.124.35 BE |nited States 68,478 7
Servers i§ 141.163.38.200 &5 United Kingdom 68,122 5 |
E:Z: ‘i ss113.2112 BE | nited States 5,305 1
Requests iJ 210.159.66.41 ® Japan 4,180
Voice & Video i 169.199.79.5 EE United States 2,492 1
Calls i§ 192.216.124.55 EE United States 2,253
Media i MIKEC EE United States 2,157
Visuals i 192.216.124.37 B United States 1,887 1
Peer Map i 192.216.124.22 EE United States 1,650 1
Graphs i 192.216.124.27 BE |nited States 1,595 1
St:i:ﬁm i 157.22.226.1 EE United States 1,587 1
Summary i) 192.216.124.33 EE United States 1,565 1
2 'J 208.50.182.5 EE United States 1,564 1
Protocols i 131.119.38.170 EE United States 1,110 1
applications § 131119.246.6 EE United States 1,092 8
Countries < = = - ] o
A
L
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Tip Double-click a node to see more detail about the activity for the selected node and the
protocols it is using (or right-click the node and choose Node Details).

The WLAN view

When a supported wireless adapter is selected as the capture adapter, WLAN statistics are available for a
capture window. To view WLAN statistics for a capture window, select WLAN in the navigation pane of a
capture window.

quor Globe Node IType
r 5
5 Omnipeek [E=REER =)
i File Edit View Capture Tools Window Help
R SRy R . NGB BN - BENCARY -
4 StatPage Sample_Packetspkt x b
Packets: 450,797 | T16/2012931606.51102 - 7/16/2012 9:23:53 352776 Duration: 007:46 761673
Flows: 5 40 Max
Files: 0 £ a5
Events: 5985 -
Applications: 5 g 10
IP Addresses: 3 0o MIN
Countries: 1 - —
916:06 9:16:56 91746 9:18:36 9:19:26 9:20:16 921:06 9:21:56 92246 92336
|87~ Evter 2 iter expression ere fuse F1 for heip) ®
Dashboards Wireless Networks: 11 Ad Hoc Networks: 0 - "
Netwark Access Points: 19 Clients: 193 All Nodes | § 1@~ Ta-| %% %
Applications ) P
Vo avides MO0 | Type Channel | Band Encryption Trust cur. Signal &
Compass 4 @ 10001 ESSID &
Capture @ Motorola:3A:68:50 ap 5 802,11 TP Unknown 3 E
Packets 4 @ Buffalo_an ESSID 8
Events 4 @ Buffalo:6F: 10:6F AP 43 802.11a ccup Unknawn 42 M
EXN°E5 @ DLink:57:00:95 sTA 48 802.11n P Unknown 37
ZFEHEJSENHS 4@ cor E3SID 5
Flows @ ciscomzcr7o ap 5 802.11b TKIP Unknown 4
Applications 4 @ ESSID Unknown 5
Web 4 @ Cisco:08:5D:11 ap 5 802,11 Unknown 7
Servers 8 HenHaiP D13 STA 6/802.11b Unknawn 28
Clients 4 @ Cisco:5B:41:C0 AP 6 802,11 Unkniown
Pages @ Intel:0L:E5:20 STA § 80211 Unknown 3
v f‘eq‘f:i‘; @ mni=k0:i1:2c A 5 802,110 P Unknown 5
ﬂ:::s e @ cisco:c2ip4:20 ap 5 802.11b Unknown 13
P
Media @ csco:czpa4 ap 5 802.11b Unknown 13
Visuals AP 5 802,11 comp Unknown 11
Peer Map ere P b nknown 42
Graphs 4 @ BSSID Unknown
Files @ 1953 ESSID
Statistics @ 2wre132 ESSID
;“r;‘ma” @ nerohiveNe:oc:Es:s0 ap & 80211 Unknown
P:’Db:swls © amwireless ESSID
Apoiications © wfa:zzaEA STA 5 802,11 Unknown 3
Countries © apple:oaes:a2 STA 5 802,11 Unknown
Wireless 6 Apple:0B:7D:57 STA 6 802.11b Unknown
o[ WLAN © Apple:08:7D:57 STA 4 802,11 Unknown
Channels © Apple:is:Da:85 STA 6 802.11b Unknown
5‘9"_3‘ © Apple: 18:E2:6D STA & 802.11b Unknown ]
R"f"’""“ @ apple: 18:E2:6D STA 7 802.11b Unknown ]
0g 6
Apple:2C:28:07 STA 5 802.11b Unknown 8
by Node =R, ora RS, [P - &
by AP 4 mn | +
&

The Node Type drop-down list lets you limit the display to selected nodes (All Nodes, Clients, Access Points,
ESSID, Ad Hoc, Admin, Unknown, and Channels). When the WLAN hierarchy view is broken out by channels,
the root branches of the tree are channels numbers, with individual WLAN hierarchy views underneath it
(ESSID, BSSID, nodes, etc).

The Color globes identify each node by color:
*  Blue:ESSID
*  Pink: AP (access point) or Ad Hoc equivalent
* Orange: STA or client
*  Cray: Admin or otherwise unknown

e Gray with (?): Indications for a particular node are contradictory or unexpected.
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Using the Peer Map

The Peer Map view in Omnipeek and the Capture Engines is a powerful tool for visualizing network traffic in

a capture window. The Peer Map graphically displays all of the nodes, or a user-defined subset, detected in
a particular capture window.

Communications between nodes is indicated with line segments. The line between nodes can be color-

coded to show which protocol is used. The thickness of the line indicates the volume of traffic between
nodes.

The Peer Map view
To display the Peer Map:
1. Open a capture window and begin capturing traffic.

2. From the capture window, click the Peer Map view. Node pairs begin to populate the Peer Map view, with
conversations indicated by connecting lines.

Tip Hold the cursor over a particular node in the Peer Map to see a tooltip with more information
about this node. You can also hover over a conversation line to get a tooltip with information
about that conversation.
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Options
Node details
r N
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3. Click Options to open the Peer Map Options dialog. This dialog lets you choose to show or hide
displayable node type icons (server, workstations, etc.), node visibilities, and protocol line segment gaps.

Click Node Details to view statistics about this node.

5. Use the tabs in the right pane to configure Peer Map settings:

* Configuration: This tab lets you set the basic parameters of the Peer Map, what part of the traffic in
the capture window's buffer is displayed, and how the protocols (line segments) are displayed in the

Peer Map.
* Node Visibilities: This tab displays node counts and nodes that are both shown and hidden in the
Peer Map.
*  Profiles: This tab lets you configure settings into a profile that controls the appearance and layout of
the Peer Map.
6. Right-click on a node for other options, including:

* Arrange:If you have changed the appearance of the Peer Map by dragging nodes to new positions,
this option arranges the node back to the ellipse of the Peer Map.

* Node Details: This option opens the Detail Statistics window and shows details of the selected node.
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Keyboard Shortcuts

Shortcut

Ctrl+N
Ctrl + O
Ctrl+ 8
Ctrl + P
Alt+ F4
Ctrl +Z
Ctrl + X
Ctrl+C
Ctrl +V
Ctrl + B
Ctrl + A
Ctrl+D
Ctrl+E

Ctrl + H

Ctrl + Alt+Y
Ctrl + Shift + H

Ctri+U
Crl+ G

Ctrl+F

Ctrl +J

Ctrl+ M

Ctrl + L

Ctrl+Y

Ctrl + Tab

Ctrl + Shift + Tab

Description

Creates a new capture window.

Opens an Omnipeek capture file or other supported file type in a new capture file window.
Opens the Save dialog to save all packets in the active window.
Prints the active window in a format appropriate to its type.

Quits Omnipeek.

Undoes the last edit.

Cuts the highlighted item(s) and copies to the clipboard.

Copies highlighted item(s) to the clipboard.

Pastes the current contents of the clipboard.

Deletes all packets from the active capture window.

Selects all packets, text, or items in a window.

Removes all highlighting and selection.

Opens the Select dialog, where you can use filters, ASCII or hex strings, packet length, and
Analysis Modules to select captured packets.

Removes selected packets from the display without deleting them. Hidden packets are not
processed further.

Starts all local captures.

Removes unselected packets from the display without deleting them. Hidden packets are not
processed further.

Restores all previously hidden packets to normal status.

Opens the Go To dialog where you can choose a packet number to jump to. If packets are
selected, the number of the first selected packet is shown.

Finds patterns.

Jumps to the next selected packet.

Opens the Filters window.

Opens the Log window.

Toggles the packet capture function.

Makes the next window in sequence the active window.

Makes the previous window in sequence the active window.
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Shortcut Description
F1 Launches the Online Help.
F11 Displays Omnipeek in a full screen window.
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