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*  Report Queue

The System tab provides the recent history of the appliance’s performance statistics.

The Data Store tabs breaks down the last 30 day’s utilization of appliance’s the disk usage.

The Report Queue will list any reports that are being processed or a waiting in queue for processing.

To cancel a report from running, select the report and click Cancel.
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To cancel all reports, click Cancel AllL

Motel 0 s
o PR
Report Quases

Flow Data Status

The Flow Data Status tab provides viability into system wide, per Node, and per device Flow rates.

LocAusERvIR Seass 04 Confarmance

3i5ks

also shows any Flow drops that may be occurring.

System Diagnostics

OVERFLOW STATUS

Refresh Data

Current Overflow:
Has Ever Overflowed:
Current Packet Rate:
Total Drop:

Current Drop:

Local/Server

User Management

talse
false
246.2pps
o%

o

Toual Canfiquratie Lasding

LanDapn
Fiom e

t

FLOW COUNTS

Refresh Data

Totals

Overall:  Oflows 0 flows per second

Local a5

Flow Count by Device

Device ¢ mooe ¢ waDoRESS

Dataforlast 5 minutes Perform a full query for the count

& FLowcounT S FLOWRATE (FPs) s

User Management is where users are added to the system, authorization groups are managed, user
sessions can be reviewed, and external authentication integration can be configured.
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User accounts can be authenticated locally or LiveNX can integrate with external user repositories
for user authentication. Today, LiveNX supports the following external authentication methods:

* LDAP

*  RADIUS
«  TACACS+
-+ S50

Please review this chapter for configuring LiveNX to these external repositories.
All user account authorization is done in LiveNX via Groups.

The User Management tab is where users are added to the system and managed.

WMIC Man

TACACS+ A

RADIUS Aut

aaaaaa

To add a new user, click Add.

User Management

User Mansgement

The Add New User modal appears.
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ADD NEW USER
c Authentication Type Settings

Authentication Type

Cancel

Select the Authentication Type and click Next Step.

ADD NEW USER
o Authentication Type Settings
Authentication Type
| LOCAL |
JRinignll
LDAP
RADIUS Cancel
TACACS+
ADD NEW USER
o Authentication Type Settings
Authentication Type

LOCAL

Cancel Next Step

Define the user:

* Username

* Display Name

*  Group

* Session Timeout

* Choose a password

* Repeat Password
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ADD NEW USER

° Authentication Type

o Settings

Username * Display Name *
Group * Session Timeout *
View 15 Minutes
Choose Password * Repeat Password *
@ @
Back
When finished, click Add User.
ADD NEW USER
° Authentication Type 0 Settings
Username * Display Name *
Alex Alex2
Group * Session Timeout *
View 15 Minutes
Choose Password * Repeat Password *
ssscssse @® eessesscd] @®
Back

The new user will now be listed on the User Management tab.

User Management
User Management

Group Management

o= usenwawe
LOAP Management
WMIC Management i
TACACS+ Authentcation ™

RADIUS Authentication

admin Local

alex2 Local

Admin

Enadled 102y
Enabled 15 Minutes

To edit the user, select the user and click Edit.

User Management

User Management 4

Group Management 1

LDAP Mansgoment

WA Minagament

"RADIUS Authentication

pa—— e [

TACACS+ Authentication B se ez Local

aamin

Enatiea 108y

Enatied Nevr

User Management 107



LiveNX Operations Dashboard Admin Guide

EDIT USER

Username

Group

View

Directory

Choose Password *

Display Name

alex2

Status

Enabled

Session timeout

Never

Repeat Password *

Cancel

All user account authorization is done in LiveNX via Groups. The Group Management tab is where

Croups are added and managed.

User Management
usecMpsapmens _

GROUP MANAGEMENT

Add

Authentication Groups have four components:

* Role - Defines the authorized capabilities of the group members, i.e,, monitor only vs. config

changes

* Device Authorization - defines which devices are visible for monitoring by group members

* Page Access — defines which pages are available in the Operations Dashboard (WebUl) for group

members

* Users — which LiveNX users are a member of the group

Role

The group’s Role defines the authorized capabilities for the members of the group.
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There are three Roles available: Admin, Config, and View. There capabilities will be summarized in
the table below:

New Role

Admin

Config

View

Description

Can perform any action for all resources. Is
capable of making changes to the system that
impact other users

Can perform any action for its selected
resources. Is capable of making changes to the
system that impact other users but at more lim-

ited level than admin. An example is that a “con-

fig” user will not be able to access “Settings”

Can primarily only monitor data for its selected
resources. Is unable to make changes that
impact other users.

Device Access

All devices

Only devices for which a user has
been given permission to access
(All Devices by Default)

Only devices for which a user has
been given permission to access
(All Devices by Default)

Capabilities

All capabilities

* In the Operations Dashboard:
Config can optionally manage
Devices, Custom Applications, Fil-
ters, Site

* In the Engineering Console: Con-
fig can optionally control CLI GUls
(ie. Manage QoS, IP SLA, ACLs,
PBR, etc.)

Monitor Only

Device Authorization

Device Authorization defines which device's SNMP and NetFlow metrics are visible by group mem-

bers.

By default, all devices are available for all roles. Restricting visibility to selected devices can be
accomplished by filtering devices, sites, or regions.

Page Access

* Operations Dashboard (WebUI) page access can be limited per role

* Most pages are accessible by all Roles.

* Some pages are accessible to only Admins.

* Some pages are accessible to Admins and Config.

The table below shows the pages only available to Admin and Config roles:

Section Page Required Page Access Required Role
Configure Alert Managment - config/admin
Configure Application Management Application Management configladmin
Configure OID Polling OID Polling configladmin
Configure Device Management Device Management configladmin
Configure Filter Management Filter Management configladmin
Configure Site Management Site Management config/admin
Gear Icon Settings - admin

Gear Icon User Management - admin

Gear Icon LiveNX Server - admin

Users

Defines which LiveNX users are a member of the group.

User Management
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Adding a New Group

By default, there are three Croups: Admin, Config, and View. Each is assigned the role that corre-
sponds to the Group's name. These default roles have no device or page restrictions and cannot
deleted. Additional roles can be added and customized to meet a specific Group's needs.

Geoup Mansgement GROUP MANAGEMENT
.
O Admin
O  Config
0 vew
1. Toadda new Group, click Add.
User Management
Oroup Manageement GROUP MANAGEMENT
Sessions 7Y
I Add I Q
=
0 View

2. Provide a Name and Role.

= LiveAction

User Management

User Management

Group Management ADD GROUP
Sessions

© ceneral settings Device Authorization Page Access Report Access users
LDAP Management

WMIC Management

Name *

TAGACS+ Authentication Role
MyGroup Miew
RADIUS Authentication
Admin
Config
View
cancel

Next Step

3. Assign device authorization.
A group may:
e View and configure all devices (Config role only)
e View with CLI access all devices (View role only)

*  Only view all devices

Adding a New Group 110



LiveNX Operations Dashboard Admin Guide

* Use a specific filter

By default, a Config role group is authorized to view and configure all devices and a View role
group is authorized to view with CLI access all devices.

Config and View role groups can further restrict authorized devices by applying a Filter(s). To
restrict authorization to a specific device(s), tick Use specific filers, click Add.

User Management

User Management

Yo Mdnsgeman ADD GROUP
Sessions

General Settings Device Authorization Page Access Report Access: Users
LDAP Management o e (-] 0 por

WMIC Management

TACACS#+ Authentication Group s authorized to: ‘View with CLI access all devices Only view all devices @ Use specific filters

RADIUS Authentication Add Q
enTITY TYPE VALUES cui access

Al

Specific Filter Options Table
No Filters: All devices are hidden

Rows: —

Cancel Previous Step Next Step

Filters can be applied by Device, Site, or Region.

Config roles can optionally have CLI access for managing QOS, IPSLA, etc. in the Engineering
Console.

ADD DEVICE AUTHORIZATION
site:  Austin

CLI Aceess for managing QOS, IPSLA, etc in the Engineering Console

In the following example, the devices matching the filters would be authorized for monitoring
by this Group:

* Site=Austin
* Device=LondonEdge

* Region=Florida
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User Management

User Management

e ol ADD GROUP
Sessions

General Settings Device Authorization Page Access Report Access. Users
LDAP Management (] 0 ) o por

WMIC Management

B ACEs ALthenication Group s authorized to View and configure all devices  Onlyview all devices © Use specific fiters
RADIUS Authentication Add Q
Al
site Austin v
Device LondonEdge v
Region Florida, United States, North America v
Rows:3/3
Cancel Previous Step Next Step

L, Assign Operations Dashboard (WebUlI) page access.

User Management

User Management

eI ADD GROUP
Sessions

General Settings Device Authorization Page Access Report Access Users
Py © 0 © O »

WMIC Management
TACACS+ Authentication Unselect All Q

RADIUS Authentication Dashboard G

Entity

Metwork Users

Topology

Report Management

[ AlertView

Device Inventory Story
Flow Path Analysis Story
2 SdAccess Story
IPSLAStory

[ Security Flow Analysis Story
Site To Ste Analysis Story

Calls By Number Story v

Cancel Previous Step. Next Step

In this example, only Dashboards and Entity Pages (Sites/Devices/Interfaces/ WAN Applications)
will be available for this Group.

User Management

User Management
C— -3 ADD GROUP
‘Sessions
T— © seneral senings © oevice authorization Report Access users
WMIC Management
TACACS+ Authentication Select All Unselect All a
'RADIUS Authentication ~
Network Users
Topology
Report Management
Alert View
Device Inventory Story
Flow Path Analysis Story
Sd Access Story
IPSLA Stary
Security Flow Analysis Story
St To site Analysis Story
Calls By Number Story v
Cancel Previous Step Next Step
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Do note that even though the Navbar may be restricted, some drill-down workflows will still allow
limited functionality to pages not directly available from the Navbar. Using the previous example,
where Dashboards were one of the limited options made available, these pages allow drill-down to
reports, but the reports are limited to just the results.

5. Select which reports are available to the group. By default, all reports are available.

User Management

ot EDIT GROUP  mvGroup

. © coisetings @ veres Arorzston © rooesccess © reportaceess uses

Unselect All Q
RADIUS Authentication Test

LiveNA

Flow

SNMP

Cisco SD-WAN

Alert

cancel Previous step Next Step

Optionally, deselect any report that should not be available to the group.

Note Some reports that drive fundamental workflows cannot be deselected.
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EDIT GROUP wvGroUP

° General Settings ° Device Authorization

Select All Unselect All
[
IPSLA
LAN
B qos
NBAR and Post-Policy
' Post-Policy Drops
Pre-Policy and Post-Policy
Pre-Policy and Post-Policy Drops
Top Class Bandwidths
~ Top Class Drops
Top Layer 2 QoS Queue Drops
~ Status

3 system

Cancel

© Poce rccess © report Access Users

Previous Step Next Step

6. Add user(s) to group by clicking Add.

User Management ©@

User Management
CEDE ADD GROUP
Sessions.

Q Generai setiings
LDAP Management
'WMIC Management

TACACS+ Authentication Vo Add

RADIUS Authentication
USER NAME.

Rows: —

Cancel

© Device Authorization © Fooe pcess © ReportAccess © vses

O DISPLAY NAME & | DIRECTORY ¢

T

Select the users of interest and click Add.

ADD USER TO GROUP
Selected users will be assigned to the new group

sER NAME < DISPLAY NAME

fullconfig
tma
mhampson-clerk
chares
acameron
dhaivat
ssidheeq
inna_demol
gbsfo
inna_demo2
dkimura

Rows: 102/ 102

fulkconfig
tma
mhampson-clerk
Charles
acameron
dhaivat
ssidheeq

inna demo 1

gosio

inna demo 2

diimura

In this example, users Charles and Bill will be a member of this group.

Adding a New Group
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E LiveAction:| nx uvence

User Management

User Management

e ADD GROUP
Sessions

General Settings Device Authorization Page Access Report Access Users.
LDAP Management © & © Q@ ro ] o

WMIC Management

TACACS+ Authentication Add a
RADIUS Authentication
USER NAME C  DISPLAY NAME S DRECTORY ¢
charles Charles Local
bill bil Local
Rows:2/2

e Preoussie

The new Croup is now listed on the Group Management page.

GROUP MANAGEMENT

Add

Al
©  Admin
©  Cconfig
O View

View

Sessions

The Sessions tab lists users that are currently and historically logged into LiveNX. Active users can be
logged out by selecting the user and clicking Logout Users.

User Management
User Management

Seoup Managernent_ _

WANC Management
TACACS+ Autrcation 04192175 sdmin Actie s namin 55 s Thu Jul 08 2021 06:45
RADIUS Authentication

Sessions 115
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LDAP Management

The LDAP Management tab allows for the configuration of one or more LDAP server(s) with which
LiveNX can use for authentication users. To add an LDAP server, click Add.

User Management

RADIUS Authentication

LDAP GENERAL SETTINGS

LDAP Poller: Enabled Pollinterval (Days): 1 Poll Time: 1200 AM Time Zone: (GMT) Europe/isie of Man DST: Enabled

Configure Polling

LDAP SERVER

The Add LDAP Server Modal appears.

Name

LDAP Server Address/Hostname
LDAP Server Port

Identity

Password

Search Base

Auto Add/Update Users

Groupz

From the Main Settings tab, configure the following:
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ADD LDAP SERVER

Advanced Setting

Name * Search Base *
LiveAction DC=liveaction, DC=com
Auto Add/Update Users
LDAP Server Address/Hostname *
Group
10.0.0.10
View

LDAP Server Port

SSL/TLS =+ Add Additional Search Base

Identity *

CN=users,DC=liveaction,DC=cpm

Password *

oooool

If necessary, click + Add Additional Search Base.

ADD LDAP SERVER
Main Settings Advanced Setting
Name * Search Base *
LiveAction DC=liveaction, DC=com &
Auto Add/Update Users
LDAP Server Address/Hostname *
Group
10.0.0.10
View
LDAP Server Port i L L LR L i
SSL/TLS ! Search Base * !
i i
i DC=admin,DC=liveactionDC=com 5 |
I i
I 1
! | AutoAdd/Update Users i
. i
Identity * ! Group i
CN=users,DC=liveaction,DC=cpm 3 Admin i
I i
i i

Password * =
4 Add Additional Search Base

From the Advanced Settings tab, if necessary, additional parameters can be modified:
*  Username

* Display Name

* User Search String

* Croup Search String

When finished, click Update.
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EDIT

Username *

sAMAccountName

Display name *

displayName

Main Settings

User Search String *

(&(objectCategory=Person)(objectClass=User))

Group Search String *

(&(objectCategory=Group)(objectClass=Group))

Cancel

UserManagement
User Mangament
Group Management

LDAP GENERAL SETTINGS
Sessions
e — LDAP Potler: Enatied Pollinerval (Days) 1 PolTime: 1200400 Time Zone: (GMT) Ecpericie ot Man DST: Enabiod
WA Managemert P
TACACS® Autentton
RaDUS Aunenticaton

LDAP SERVER

aca a
LiveAction Idap:f10.0.0.10

To edit an LDAP server's settings, select the server and click Edit.

User Management

User Management
Group Management
Sessions

LDAP Management
WMIC Management
TACACS+ Authentication

RADIUS Authentication

LDAP GENERAL SETTINGS

LDAP Poller: Enabled Poll Interval (Days): 1 Poll Time: 1200 AM Time Zone: (GMT) Europe/isle of Man DST: Enabled

Canfigure Polling

LDAP SERVER

| Edt | Delete

LiveAction

Refresn

Q

¢ ADDRESS

NE

To manage LDAP polling auto-updates, click Configure Polling.
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User Management

User Management
Group Management
Sessions

LDAP Management
WMIC Management
TAGACS+ Authentication

RADIUS Authentication

LDAP GENERAL SETTINGS

h

1

| Configure Polling 1

i

(B I
™

AN
LDAP SERVER ™,

Edit

B uveaction

AN
onte Refresh
AN

AN
N

AN

N

N,

WMIC Management

WMIC Management allows LiveNX to integrate with AD servers for parsing user login/logout events
which contain the source IP information. This provides LiveNX the ability to populate username in

NetFlow reports.

LDAP SETTINGS

LDAP polier

Pall Interval (Days)
1

Pall Time
12 00 A
Time Zone DsT

(GMT-08:00) US/Pacific

Cancel

User Management
User Management
Group Management
Sessions

LDAP Management

,,,,,,,,,,, '
TACACS+ Authentication

RADIUS Authentication

WMIC SERVER

WMIC Poller: Enabled

Gonfigure Polling

WMIC SERVER

Add

Poll Interval (Minutes): 1

AOMIN USER HosT

To enable the WMIC poller and set the polling interval, click Configure Polling.

User Management
User Management
Group Management
Sessions

LDAP Management
WMIC Management
TACACS+ Authentication

RADIUS Authentication

WMIC SERVER

WMIC Poller: Enabled Poll Interval (Minutes): 1

WMIC SERVER

Add

DOMAIN

After making changes, click Save.
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WMIC SETTINGS

WMIC Poller

Poll Interval (Minutes)
1

To add an WMIC server, click Add.

User Management
User Management

Group Management

WMIC SERVER
Sessions
LDAP Management WMIC Poller: Enabled Poll interval (Minutes): 1
WMIC Management Configure Polling
TACACS+ Authentication
RADIUS Authentication
WMIC SERVER
[ttt i
' I " -
1 A | Q
[—— i
NAME ¢ oomam & aommusiR & wost

Enter the configuration details and when finished, click Save.
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ADD WMIC SERVER

Name

Domain

Admin User

Password

Host

Cancel

The server appears on the WMIC General Settings page.

WMIC SERVER

WMIC Poller: Enabled Poll Interval (Minutes): 1

Configure Polling

WMIC SERVER
Add t Q
NAME (o] DOMAIN (+] ADMIN USER o HOST
SEDemo-LDAP demo.com administrator 192.168.100.201

To Edit the server’s settings, select the server and click Edit.
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WMIC SERVER
WMIC Poller: Enabled Poll Interval (Minutes): 1

Configure Polling

WMIC SERVER

: Edit : Delete elact Q

B SseDemolDAP', 2.168.100.201

EDIT

Name

"\ SEDemo-LDAP

Domain

'* demo.com

Admin User

adrministratos

Password

Host

192.168.100.201

Cancel

TACACS+ Authentication

The TACACS+ Authentication tab allows for the configuration of a Primary and Secondary TACACS+
server with which LiveNX can use for authentication users.

User Management
User Management
Group Management

GENERAL SETTINGS
Sessions
Server Timeout Relay Count
LDAP Management s s

SERVERS CONFIGURATION

RADIUS AUheaticaion

Primary Server IPHosthame Server Port Sharea Socret
218210 » e - Cleas
Socandary Server IPHostname Server Port Shared Secret
5 o
Test Connaction

Click Test Connection to validate the Servers' IP connectivity and Shared Secret.

TEST CONNECTION

Username * Password *

Cancel
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The RADIUS Authentication tab allows for the configuration of a Primary and Secondary RADIUS
server with which LiveNX can use for authentication users.

User Management

GENERAL SETTINGS

Server Timeout Retry Caunt
s 3

SERVERS CONFIGURATION

Primaty Sarvar IP/Hosthame Sarver Port Sharsd Secrat

Secondary Server IP/Hostame Server Port Shared Secret

Click Test Connection to validate the Servers' IP connectivity and Shared Secret.

TEST CONNECTION

Username * Password *

Cancel

LiveNX Server

The LiveNX Server setting defines the IP address that LiveNX expects to utilize for running the Oper-
ations Dashboard (WebUI). If the WebUI needs to run from an alternate IP address, click Log Out And
Change.
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LIVENX SERVER SETTINGS

Your current LiveNX server is set to i sm
Before changing the LiveNX Server configuration you will need

to be logged out.

Cancel Log Out And Change

Update the IP Address and Port and click Save.

LiveNX

LiveNX Server Settings
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About LiveNX Appliance

If you purchased LiveAction LiveNX appliance, this chapter describes the LiveNX appliance in further
details. LiveNX appliance and LiveNX is a network and application performance monitoring platform with
patented end-to-end visualization for a global view of the network and the ability to drill-down to individ-
ual devices. Using LiveNX, enterprises gain real- time and historic insight into network traffic based on
application and user level activity. LiveNX offers the ability to gather and analyze volumes of network data
at scale from network device, applications, and user to reduce mean time to repair, and it performs explor-
atory and explanatory analysis of network performance.

LiveNX appliance is available in the following configuration:

Chassis

Processor

Base Frequency

Max Turbo Frequency
Cores

Thread

Memory
Expansion Slots

Integrated Network Interfaces

Storage-0S
Storage-Data

LiveNX appliance

1U
2 x Intel® Xeon® Gold 5218

2.30 GHz

16
32

768 GB
2x 16 LP PCle 3.0 slots

2x 10GBASE-T
2 x 1GBASE-T
iDRAC

Included as part of Storage-Data

4 x 8 TB NLSAS (32 TB, RAID 10)

What's Included

Your standard LiveNX appliance package includes:

* LiveNX appliance

* LiveNX software pre-installed in LiveNX appliance

* Two power cords
* Rack-mount rails

*  (Chassis bezel
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Front / Rear Panels

See the illustrations and descriptions of the front and back panel of LiveNX appliance in the sections below.

LiveNX Appliance Front Panel

1

2 3

Item

Indicator, Button, or
Connector

Left control panel
Drive slots (4)
Optical drive
VGA port

Right control panel

Information tag

Description

Contains system health and system ID, status LED, and optional iDRAC Quick Sync 2 (wireless) LED.
Contains 3.5 inch hot-swappable hard drives/SSDs.

One optional slim SATA DVD-ROM drive or DVD+/-RW drive.

Enables you to connect a display device to the system.

Contains the power button, USB port (USB 3.0 compliant), iDRAC Direct micro USB port, and the iDRAC Direct
status LED.

The Information Tag is a slide-out label panel that contains system information such as service tag, NIC, MAC
address, and so on.

Note To access the front panel, the front bezel must be removed.

LiveNX Appliance Rear Panel

Indicator, Button, or
Connector

Full height riser slot

Power supply unit (2)

Ethernet ports (4)
(The port labeled ‘Gb 1 is the
eth0 management port)

USB 3.0 port (2)

Description

Use the card slots to connect full-height PCle expansion cards on full height riser.

AC 550 W.
Both power supplies should be plugged in to power to provide redundancy.

Use the Ethernet ports to connect Local Area Networks (LANS) to the system.

Use the USB 3.0 port to connect USB devices to the system. These ports are 9-pin, USB 3.0-compliant.
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Indicator, Button, or

Item Connector Description

5 VGA port Use the VGA port to connect a display to the system.

6 Serial port Allows you to connect a serial device to the system.

8 CMA power port The Cable Management Arm (CMA) power port enables you to connect to the CMA.

9 System identification button The System Identification (ID) button is available on the front and back of the systems. Press the button to iden-

tify a system in a rack by turning on the system ID button. You can also use the system ID button to reset iDRAC
and to access BIOS using the step through mode.

Inside LiveNX Appliance

CAUTION! Many repairs may only be done by a certified service technician. You should only perform
troubleshooting and simple repairs as directed by the LiveAction support team. Damage due to
servicing that is not authorized by LiveAction is not covered by your warranty. Read and follow
the safety instructions that are shipped with your product.

LiveNX Appliance Internal Components

Note The graphic above shows a configuration of ten internal drives installed in the front drive cage
of the appliance; however, only a four drive configuration installed in the front drive cage is
available with LiveNX appliance.
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ltem Description

1 Left control panel cable cover
2 Hard drive backplane

3 Backplane expander board

4 Cabling latch

5 Air shroud

6 Intrusion switch

7 Power interposer board

8 Internal expansion riser

9 Low profile expansion riser 1
10 Low profile expansion riser 2
11 Processor blank

12 Heat sink

13 Air shroud

14 Cooling fan blank

15 Left control panel cable cover
16 Information tag

Note A defective drive should have a consistent RED blinking LED which should make it easier to
detect.

Installing LiveNX Appliance

LiveNX Appliance

To install LiveNX appliance:
1. Place LiveNX appliance on a flat surface, or mount it in a standard 19-inch equipment rack.

2. Connecta power cable to each of the two power outlets at back of the unit.

Note LiveNX appliance has two redundant high-efficiency "nhot-swappable” power supplies. If a power
module fails, it should be replaced immediately. If your LiveNX appliance is under warranty,
please contact Technical Support to arrange for a replacement power supply.

3. Plugthe other end of the power cables to an AC outlet.

Important! WARNING: This device has more than one power cord. Disconnect ALL power supply cords
before servicing.
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AVERTISSEMENT: Cet appareil a plus d’'une cordon d’alimentation. Débranchez TOUTES les
cordons d’alimentation avant l'entretien.

Connecting Network Cables

LiveNX appliance includes Gigabit Ethernet ports and Integrated Remote Access Controller (iDRAC) ports
used for remotely accessing and troubleshooting LiveNX appliance. See Front / Rear Panels on page 127 for
the location of these ports.

To connect network cables:

* Use astandard Ethernet cable to connect these ports to your network.

Tip To reach LiveNX appliance through an SSH connection, you can use an Ethernet cable
connected directly between the Gigabit Ethernet port on LiveNX appliance and your PC or
laptop. LiveNX appliance ethO port is configured at the factory with a default static IP address of
10.10.10.21. The PC or laptop must be configured to be on the same [P subnet.

System Fans

LiveNX appliance has multiple cooling fans that are used to the cool the system chassis. If any one of the
fans fail, it should be replaced immediately. If your LiveNX appliance is under warranty, please contact Live-
Action Technical Support to arrange for a replacement fan.

Important! The chassis top cover must be properly installed in order for the cooling air to circulate
correctly through the chassis and cool the components.

Important! WARNING: Slide/rail mounted equipment is not to be used as a shelf or a work space.

AVERTISSEMENT: Le matériel monté sur rails/coulisseaux ne doit pas étre utilisé comme étagere
ou espace de travail.

Connecting Extended Storage to LiveNX Appliance

The storage capacity of LiveNX appliance can be increased through the addition of Extended Storage for
LiveNX appliance. Extended Storage is available in a configuration of 96 TB. Up to four Extended Storage
units can be added for a total of 208 TB (RAID10). If you purchased Extended Storage with LiveNX appliance,
the instructions to connect it to LiveNX appliance are provided below.

To connect Extended Storage to LiveNX appliance:
1. Make sure both Extended Storage and LiveNX appliance are powered OFF.

2. Selectasuitable location for both Extended Storage and LiveNX appliance. Both units can be installed
on a flat surface, or mounted in a standard 19-inch equipment rack.

3. Runthe SAS external cascading cable between the units so that the cable is not kinked, bent, or twisted.
The SAS external cascading cable is included with Extended Storage.

Note If you have multiple Extended Storage boxes, and the system is disconnected for any reason,
the cabling of the boxes needs to be exactly as it was before, otherwise the RAID won't be seen
correctly. To assist you with the cabling, every Extended Storage box is labeled with a number,
and every Extended Storage cable is labeled to the exact port it needs to get plugged into.
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4, Facing the rear of LiveNX appliance, insert one connector of the SAS external cascading cable into the
left RAID port (RAID 1) of the RAID controller on LiveNX appliance so that the release handle is on the
top. The connector is keyed and only fits in one way.

Note It may be necessary to remove the handle on the rear of the appliance in order to connect the
SAS external cascading cable into the left RAID port of the RAID controller.

5. Facingthe rear of Extended Storage, insert the other end of the SAS external cascading cable into the
RAID 1 port of the RAID controller on Extended Storage so that the release handle is on the top. The
connector is keyed and only fits in one way.

RAID 1 Port

Extended

Note Be certain the connectors are installed completely as it can look and feel as if the cable is
secured without actually making a connection. Give the connector body a tug, then push itin
again to be sure.

6. Turn on power to Extended Storage by pressing the power button on the front of the chassis. You may
see brief bursts of LED activity as the expander in Extended Storage scans the drives.

7. Turnon the power to LiveNX appliance. The system is ready for use as soon as the LiveNX appliance
boot sequence completes.

Starting / Shutting Down LiveNX Appliance
To start LiveNX appliance:
* Press the power button in the upper right corner on the front of the chassis.
To shutdown LiveNX appliance:
* SSH, or use a console connection to LiveNX appliance and use the ‘shutdown’ command from the

command prompt (admin@livenx):

shutdown -h now

Attaching the Front Bezel

To attach the front bezel:

* Attach the front bezel by inserting the locking hooks into the front chassis of LiveNX appliance. The
bezel should be centered between the two black tabs on the left and right of the LiveNX appliance
chassis.

Contacting LiveAction Support

Please contact LiveAction support at https://www.liveaction.com/contact-us if you have any questions
about the installation and use of LiveNX appliance.

An RMA (Return Material Authorization) number must be obtained from LiveAction before returning
hardware. Please contact LiveAction technical support at https.//www.liveaction.com/support/technical-
support/ for instructions.
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